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I'pynna 3aHsaTHIA:

1330 PykoBomgurenu ciyx0 u 2529 Crenuanuctsl o 6a3am JaHHBIX 1
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KOMMYHHKAIIMOHHBIX TEXHOJIOTUHI
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62.02.9 JlessTenbHOCTh KOHCYJIBTaTHBHAA B 0071aCTH KOMIIBIOTEPHBIX TEXHOJIOTHH IpoYas
66 JlesTebHOCTD BCITOMOraTesibHas B cepe (PHHAHCOBBIX YCIIYT M CTPaXOBAHUS

(xon OKBDJT?)

(HaMMEeHOBaHHE BHAA SKOHOMUUECKOU AEATEILHOCTH)
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I11. XapakTepucTuka 00001eHHbIX TPYAOBBIX QyHKIHH

3.1. O6o0mennas TpyaoBas GyHKIMA

ObGecneveHne ¢YHKIMOHMPOBAHUSA CHCTEM H
VpoBeHB
Haumenosanue | CPEACTB 3aIUTHI HHGOPMAIIMK B OpraHU3aLMAX Kon A KBATHOHKALHH 6
K®C
TIpoucxoxaenue
. . 3alMCTBOBaHO H3
00061meHHOH TpyHOBOH Opurunan X
OpHUrHHajIa
dyHKUIH
Kon PervctpaunoHHBIH
OopuruHana HOMEDP
npoecCHOHATEHOTO
craHjapra
BosmoxHbIe Wmxenep no 3amute uHGopManuu
HaWMCHOBaHMS Crienpanct o 3amure nHpopManun I kateropuu
JOJKHOCTEH, Crenpanuct to 3amute naopmanuu 11 kareropuu
npodeccuit CrenyanucT 1o 3amurte HHGopMaLi

HrKeHep-mporpaMMHECT IO TEXHUYECKO# 3amuTe nHpopMmanuy I kareropuu
HHKeHep-mporpaMMHICT IO TEXHUYecKoii 3ammTe nHpopmanuu I kateropuu
VHxeHep-IporpaMMHECT 110 TEXHUYECKOH 3ammuTe HHPOpManuy
Wuaxernep-nporpamMmuct I kateropuu

Hmxenep-nporpammuct Il kareropun

Nuxenep-nporpammuct III kareropuu

WnxeHep-1iporpaMMHUCT

TpeboBanms K
00pa3oBaHUIO U
00y4eHnIo

Bricinee o6pazoBanue — 6akanaBpuar B 0061acTi HHYOPMAMOHHOHA
6e3o0macHOCTH

TpeboBaHus K ONBITY
HpaKTHYECKOH paboThl

JIst IOJDKHOCTEH ¢ KaTeropueil — OIbIT paboTE B JOIDKHOCTH € Oosee
HHU3KOH (IpeecTBYOLIei) KaTeropHed He MEHEE OHOTO rojia

Oco0Orle yciioBust
JIOIycKa K pabore

Hpyrue
XapaKTEPUCTHKU

I[OHOJIHI/ITCJILHBIC XapaKTCPUCTUKH

HaumenoBanue Kox HanmMeHoBanue 6a30B0# rPYNIBL, JOJDKHOCTH (IpodecchH)
JOKYMEHTa WIH CTIEHATHLHOCTH
OK3 2529 CreunaivcTtsl 1o 6a3aM JaHHBIX M CETSAM, HE BXOAAIINE B
JpyTHe TPy ,
EKC? - AJMHEHMCTpATOp 110 06ecTiedeHrI0 6e30ImacHOCTH HH(PpOPMALIMH
- WmxeHep 1o 3amurte HHGpopMauu
- CrenuaimcT no 3amure HHHOpMAILUH
- HMHXeHep-TIPOrpaMMHICT N0 TEXHAYESCKOH 3aluTe HHPOpPMauu
OKIITP* 22567 Hmxenep no 3amute HHGopManuu
26579 CrienuaJiMcT 1o 3aiure HHGOpMaIuu
OKCO’ 2.10.03.01 = MugopmauronHas 6e30IacCHOCT




3.1.1. TpyaoBas pyHKuHS

IIpoBeneHue paboT O ycTaHOBKE, HACTPOHKE U VposeHb
HaumeHoBanue | TEXHUYECKOMY OOCITY)KHBaHHIO CUCTEM U cpelcTB | Kon | A/01.6 | (nmomyposeHs) 6
3amuTel uHGopManuu B opranu3anusax KOC KBATH(UKALMHT
IIpoucxoxnenue OBOIi
p il TPY X Opuraman X 3aUMCTBOBAHO M3
(yHKLIUH OpHTVHAJIA
Kon PeructpaunoHHBIN
opurvHana HOMCEP
npoecCHOHAILHOTO
cTaHzapra

Tpynosele neicTBUA

- VcTaHOBKA M1 MOHTAX CHCTEM U CpE€ACTB 3alllUThI I/IHq)OpMa].II/II/I, B TOM YHCIIC

cpenctB kpunrorpapudeckoi 3amutsl mHGopmanuu (namee — CK3U), B
opranuzanuix KOC

HacTpoiika mporpaMMHBIX (IIPOrpaMMHO-ANIapaTHBIX) CPEACTB 3aIUTHI
undopmanuu, 8 ToM yrcie CK3H, B opraamsamusax KOC

VicnbITaHMs CHCTEM M CPENCTB 3aiuThl H(opMarmu B opranuzanuax KOC

OGHapyXeHHe M HCIpaBJIE€HHE OIMOOK B KOHQUIypalluu MOpOrpaMMHBIX
CpeACTB 3amuTh HHpopMamu B opranusanusax KOC

TexHuYecKoe 06CIY)KHBAHHE CHCTEM H CPEACTB 3aIIUThI HHGOPMALHH, B TOM
uucie CK3U, B oprarmsanusix KOC

OGHapyXeHHE W YCTpaHEHHE HEHCIIPaBHOCTEH B paboTe MpOrpaMMHO-
anmapaTHbIX (TEXHHYECKUX) CPEACTB 3alIUTh HHPOPMAIIMK B OpraHA3an#ixX
KOC

Heo6xonuMble yMeHHS

HpOI/ISBOI[I/ITI: YCTaHOBKY U MOHTaX CUCTEM U CPEICTB 3allIUTHI I/IH(I)OpMaI.II/II/I,
B TOM YHCIIC CK3I/I, B COOTBCTCTBHH C MHCTPYKHHAMH IO JKCILTyaTanlliu v
IKCINIYaTallHOHHO-TEXHUYECKMMHU TOKYMCHTaAMH

[Ipou3BOAMT, HACTPOHKY HPOrpaMMHBIX  (IPOrpaMMHO-aMIapaTHBIX)
cpeacts 3amuthl uHbopMamuu, B Tom umciae CK3H, B cooTBeTCTBHH €
HHCTPYKIMSAMH MO SKCIUTyaTaldd M  3KCILUIyaTallHOHHO-TEXHUYECKUMHU
JOKYMEHTaMH

[IpoBOJMTE MCIBITAHMS CHCTEM H CPEACTB 3amMTHl HH(OpMauuu B
COOTBETCTBHH C HMHCTPYKIHSMH MO JKCIUTyaTallHd M SKCILIyaTalHOHHO-
TEXHAYECKMMHU TOKYMEHTaMH

TIpousBoauth OOHApY)XEHHE M HCIpPABICHHE OMMOGOK B KOH(HIypauuu
IPOrPaMMHBIX CPEACTB 3aUIUTHI HHPOPMAIUH

HpOI/ISBOI[I/ITI: TEXHHYCCKOC 06CJIY)KI/IBaHI/Ie CHCTCM H CPCIACTB 3alIUThI
I/IH(l)OpMaIII/IIII B COOTBETCTBUHM C HHCTPYKIMAMH II0 3KcHilyaTailHd H
I-)KCIIJ'IyaTaIII/IOHHO-TeXHquCKOﬁ IIOKYMCHT&IIPIGFI

[Ipou3BOMTE YCTPaHEHHE BBIABICHHBIX HEMCNPABHOCTEH IPOrPAMMHO-
anmapaTHeIX (TEXHHYECKHX) CPEACTB 3alMTBl HH(bOpManuu H IIPH
HEOOXOJMMOCTH OPraHN30BhIBaTh HX PEMOHT

Heob6xoauMble 3HaHUSA

3aKoHOIaTENBECTBO Poccuiickoit d)e,uepaupm, HOpPMAaTHBHBIC IIPABOBBIC AKTHI,
HaIlUOHAJILHBIE, MEXTOCYJAAPCTBCHHBLIC M MEXIYHapOIHBIC CTaHJapThl B
00acTH 3auThI I/IH(bopMaI.II/II/I

Pykopojsmme W  METOJMYECKHE  JOKYMEHTHl  YIIOJIHOMOYEHHBIX
(beziepaTbHEIX OPraHOB HCHIOMHUTENBHOH BIIACTH, HOPMATHBHbIC aKThl baHka
Poccuu B o6nacTi 3amuThl HHGOpMaIu

COBpeMeHHBIe I/IH(l)OpMaI.II/IOHHI)IC TEXHOJIOTHHU (OHepaHHOHHBIC CHCTCMBI,
0a3sl JaHHBbIX, BLIMHCIIUTCIIGHBIC CCTI/I)

prOBBI 0€30IacHOCTH I/IH(I)OpMaI.II/II/I B aBTOMaATH3HPOBAHHBIX CUCTEMAX




Metoapl u cpenctBa 3ammthl mHpopmamuu, B Tom umciae CK3H, B
aBTOMATHU3HUPOBAaHHBIX CHCTEMAX

OpraHu3aloHHO-PAcIOPAANTELHEIE JOKYMEHTHI 10 3allliTe HHpOpMauu
B aBTOMATH3HPOBAHHBIX cHcTeMax B opranuzanusix KOC

TexHudyeckHe ONMHUCAHUSA W HHCTPYKIMH (PYKOBOJCTBA) IO JKCIUTyaTallUu
cHCTEM M CpencTtB 3amurtel uHbopMamuu, B ToM umcie CK3H, B
ABTOMATH3MPOBAHHBIX CHCTEMAX

TMopanoK opraHM3anMu TEXHHYECKOro OOCIYy)KHBaHHS CHCTEM M CPEJCTB
3amMTel  MHPOpMAaHM B COOTBETCTBUM C  HMHCTPYKIUAMH H
IKCILTYaTalHOHHO-TEXHAUECKOH TOKYMEHTAlUEH

IMopsnox ycTpaHEHHs HEMCHPABHOCTEH M OpraHM3allMd  PEMOHTa
IPOrpaMMHO-aIIIAPATHHIX (TEXHMYECKUX) CPE/ICTB 3aIMThl MHGOpMalHy

Apyrue
XapaKTCPUCTHKH

3.1.2. TpynoBas dpynKkuus

HanmeHoBaHHE

IMpoucxoxaeHue TpyAOBOH
byHKIH

AIIMUHHCTPUPOBAHUE CHCTEM H CPEICTB YpoBeHb

samyTE KHpOpMALKH B opraHmsamuax KOC | Koa A/02.6 | (momyposes) 6

kBamAUKaA

HUMCTBO
Opurusan X 3auMCTBOBAHO H3
OpUrHHAJIA

Kon PernctpallMoHHBIH

OpUruHama HOMeEp

npodecCHOHATLHOTO
CTaHAapTa

Tpyaosble nefAcTBUA

OmnpegeneHye cOCTaBa M TOPS/IKA MPUMEHEHHs NPOrPAMMHO-AITAPATHBIX
CpeACTB 3amuTh! HHpopManuy B opranusanusax KOC

KoudurypupoBanue  IpOrpaMMHO-allIAPAaTHBIX  CPEICTB
uH(OPMALINK B OIIEPAIHOHHBIX CHCTeMax B opranu3auusx K@C

3alllUThI

KoHTpoNIb KOPPEKTHOCTH (YHKIHOHHPOBAHUA IIPOrpPaMMHO-aIapaTHBIX
CpeICTB 3alIUTHl HHPOPMALUK B ONEPALMOHHBIX CUCTEMAxX B OpraHM3alliixX
KoC

VupapneHde mpaBaMH I0JNb30BaTelieil aBTOMATH3UPOBAHHON CHUCTEMBI B
opraam3anusix KOC

O6ecnieucHre 0e30MacHOCTH  HHpopMamud ¢ ydeToM TpeboBaHMs
s¢pexTuBHOrO (GYHKIHMOHHPOBAHHS aBTOMATH3HPOBAHHOM CHCTEMBI B
opragm3asx KOC

VipasiieHHe aHTUBUPYCHOM  3allMTOM  ONEPAlMOHHBIX CHCTEM B
COOTBETCTBHH ¢ AcHCTByOmUMHE TpebGoBanusaMu B opranusanusax KOC

Kontposs cobmoenns TpeboBaHMii K 3amuTe MHGOPMALMK IIPH YCTAHOBKE
IporpaMMHOro ofOecredeHms, BKIIOYas aHTHBUPYCHOE IIPOrpaMMHOE
obecnieyenue, B opranmzanusx KOC

Heob6xoauMble yMEHUSA

[InaHMpoBaTh TNOJMTUAKY OG€30NMaCHOCTH KOMIIOHEHTOB (ONEPAllHOHHBIX
cucteM, 0a3 MaHHBIX, KOMIBIOTEPHBIX ceTedl, IPOrpaMMHBIX CHCTEM)
aBTOMAaTH3MPOBAHHOMN cHCTeMBI B opranusanusax KOC

OueHHBaTh Yrpo3sl 6e3omacHocTH uHopMauuy B oprannsanusax KOC

VcraHaBimMBaTh M HAcTpauBaTh ONEPAlHOHHBIE CHCTEMBI, CHCTEMBI
ynpaBieHds Oa3aMd JaHHBIX, KOMIBIOTEPHBIE CETH 4 NPHUKIAIHOE
NporpaMMHOE oGecriedeHne ¢ y4eToM TpeboBanuii 110 00GECTIEYCHHIO 3aIUTHI
uHGOpMalIU




[IpoTuBoseiicTBOBaT,  yrpo3aM  Oe3omacHOCTH — MHoOpMamumu ¢
HCIONB30BAHAEM  BCTPOSHHBIX ~ CPEACTB  3alUTHl  HMHGOpManuu
OMEpPaIOHHBIX CHCTEM ’

BriOupath peXuMBl paboTHl NPOTPaMMHO-ANMIAPATHBIX CPEICTB 3aIlMTHI
MH(OPMAIHH B ONIEPAIMOHHBIX CHCTEMAX

HacTpauBarh aHTHBHPYCHble CpEACTBAa 3alIUTHl MHQOpMALKH B
OIlepalfMOHHBIX CUCTEMAX

VcraHaBiuBarh OOHOBJIEHHS INPOrpaMMHOTO OOECIleUeHMsT M CPEACTB
aHTHBHPYCHOM 3allIUTEI

HpOBOI[I/ITB MOHHUTOPHHT (bYHKHI/IOHI/IPOBaHI/IH IIporpaMMHO-aIapaTHbIX
CpECACTB 3allIUThI IfIH(l)OpMaIII/II/I

OueHUBaTh ONTHMANBLHOCTH BHIOOpA IPOTrPaMMHO-AINAPATHBIX CPEACTB
3aIUTH HHPOPMAIIUK M UX PEXUMOB QYHKIMOHMPOBAHHS B ONEPALIMOHHBIX
CUCTEMAX

HeobxoauMele 3HAaHHSA

3akonozaTenbcTBO Poccuiickoit denepanuy, HOpMaTHBHBIE IPABOBEIC K THI,
HALMOHAIbHBIE, MEXTOCYJApCTBEHHBIE W MEXIyHApOIHbLIE CTaHIApTHl B
006NacTH 3aluTH HHQOpPMaLMH

PykoBomsinpe W  METOAMYECKHE  JOKYMEHTH  YIOJHOMOYCHHBIX
(enepanbHBIX OPraHOB HCIOJTHATENLHOM BIACTH, HOPMaTHBHbIE aKkThl baHka
Poccuu B 0011acTH 3a10UTEI HHGOPMaLUH

[Tpunnunsl GOpMHUPOBAHHS MOMHTHKH HH(GOPMAIMOHHOH 6€30acHOCTH B
aBTOMATU3MPOBAHHBIX CHCTEMax B opranm3anuax KOC

IlpuHounEl  TOCTpoeHHS M (QYHKIHMOHHPOBAHHMS  COBPEMEHHBIX
ONEpAllMOHHBIX ~CHCTEM, CHCTeM yIpaBneHuMs 0asaMu JaHHBIX |
KOMITBIOTEPHBIX CETEH

I[IporpaMMHO-anmapaTHble  cpeAcTBa  obecmedeHHss  0€30IMaCHOCTH
nHGOpPMAalHK B TUIOBBIX ONEPAlMOHHBIX CHCTEMAX, CHCTEMAaX YIPaBICHHA
0a3aMH JaHHBIX, KOMIBIOTEPHBIX CETAX

OCHOBHBIE ~ KpUOTOTpaQUYECKHE METOJBI, aITOPUTMBL, IPOTOKOIBI,
HCIONB3yeMble uis  ofecnmedeHuss OesomacHocTd  MHGOpMaluu B
AaBTOMATU3HPOBAHHBIX CHCTEMAX

[IpHHIMIBI OpPraHu3alMi U CTPYKTYpa IOJCHCTEM 3allUTHI COBPEMEHHBIX
ONEpAlMOHHEIX CHCTEM, CHCTeM yNpapieHHs OasamMu [JaHHBIX H
KOMIIBIOTEPHBIX CeTel

HOpSI,lIOK peain3anui METOH0B W CpPCACTB aHTI/IBHPYCHOﬁ 3alllUThl B
OIICpAllMOHHBIX CHCTEMAX

[IpuHuunel paGoThl M NpaBHIa SKCIUIyaTalMd [IPOrpaMMHO-alNapaTHBIX
CPEJICTB 3alUTH HHGOpMaLiH

PykoBomsAmme M  METOOMYECKME  JOKYMCHTBl  YIOJHOMOYEHHBIX
(eiepaTbHEIX OPTraHOB MCIIOJIHUTEIBHOM BIACTH 110 3aIIMTe HHYOPMAIUH H
obecreyeHu o Oe3omacHOCTH KPUTHYECKON uH(OPMALMOHHOM

HHQPPACTPYKTYPEI

OCHOBHBIE MEPHI 110 3aluTe HHHOPMAIKH B AaBTOMATH3HPOBAHHBIX CHCTEMAX
(opraHH3aI[MOHHBIE, MpaBOBBIE, IpOrpaMMHO-aNNapaTHLIE,
KpUnTorpadHIECKUe, TeXHHUeckHe) B opranusanusx KOC

Hpyrue

XapaKTEPUCTHKH




3.1.3. Tpynosas ¢pynkuus

10

Peanusanus nporeccoB obecnedeHus VpoBeHb
HaumeHoBaHue | ONIEPAIHOHHON HAIEKHOCTH Kon | A/03.6 | (momyposenr) | 6
(xubepycroiiunBocty) B opranmsamusx KOC KBaH(UKAIMH
IIpoucxoxnenue OBOH HMC
p 11 TPYA Opurusan X 3auMCTBOBaHO U3
GbyHKIHK OpHUTHHalIa
Kon PeructpauoHHEBIH
OpUrHHaa HOMep
npodecCHOHANEHOTO
craHgapTa

TpyzoBsle neiicTBHA

Peanuzanys ¥ COBEpIICHCTBOBAHHE IIPOLIECCOB 00ECIIEUEH s ONEPAIAOHHOM
HaJeXHOCTH (KubepycToiunBocTr) B oprasmsasax KOC

®opMupoBaHKe OTYETHOCTH O 3aluTe HHPOpMamum U 06 obecneueHWH
OIEpalMOHHON HaIeXHOCTH (Kubepbe3zonacHocTH) B opranmsanuu KOC

ObecneucHde HeOOXOAUMOTO YPOBHS 3pelIOCTH (IIOJHOTBI M KayecTBa)
TIIPOLIECCOB 0GECTIEYECHHUS OTIEPAIHOHHON HaIeXXHOCTH (KHOEpyCTOHIMBOCTH)
B opraam3anusax KOC

Heob6xoaumele ymeHust

AHanu3upoBaTh W IPHMEHATh METOAONOTHMYECKYlo Oasy, TpeboBaHus
3aKoHoOJarenbcTBa Poccuiickoii ®Penepanuy, HOPMAaTHBHBIX aKkToB banka
Poccun, MeXIyHApoOIAHBIX H HAUMOHAIGHBIX CTAaHAApTOB B 00JacTH
obecledeHHs ONEPAlMOHHON HAJeKHOCTH (KHOEpYCTOHYMBOCTH) B
opranm3anusx KOC

PaspabaTbiBaTh MpEJIOKEHHS MO COBEPIICHCTBOBAHHIO METOIONOTHU
obecrieyeHHs]  ONepalMOHHOM  HagexxHoctH  (kubepycToHdmBOCTH) B
opranm3anusix KOC

[IpUMeHATh OpraHM3aUUOHHbIE W TEXHHYECKHME MEphl O0eCmeveHus
onepallMOHHOMN HaJEXHOCTH (KubepycToiauBocTH) B opranusanusix KOC

BHOCHTB NpeUIOXKeHHs 06 H3MEHEHHH KOHTPOJBHBIX [I0Ka3aTeNel yPOBHS
puckoB HH(GOpPMALMOHHOM Ge30macHocTH B opranusamusax KOC

AHaIM3MpOBATh  TEXHHYECKYI0  JOKYMEHTAllMIl0O  Ha  OOBeKTax
nnpopmatuszaiuu B opranuzanusix KOC

Heo6xoaumeble 3HaHUs

3akoHoarenLcTBO Poccuiickoii @eepalini, HOpMAaTHBHEIE IIPABOBBIC aKThI,
HalHOHAJBHBIE, MEXIOCYJapCTBEHHBIE H MEXKTYyHApOJHBIE CTAHAAPTHI B
obnacty 3amUTHl MHGOpPMALUM, pealu3aldd H KOHTPOIA MPOLECCOB
obecrieyeHys ONEPALMOHHON  Hafe)KHOCTH (KHOEpyCTOHYMBOCTH) B
opranmsanmsix KOC

PYKOBOHSIIIII/IC 41 METOAHUYCCKHE JOKYMCHTLIL YHOJTHOMOYCHHBIX

(benepam,ﬂmx OpraHos HCIIOJTHUTENBHOMN BJIaCTH, HOPMATUBHBIC aKThL banka

Poccun B o00nacTH 3amuTel WHPOpPMALUH, pealH3allMd M KOHTPOIA
TPOIIECCOB O6ECTICUEHHs OTIEPALHOHHON HAIeKHOCTH (KUGEpyCTONIHBOCTH)
B oprammanuix KOC

ITpuHIMIIEL obecricueHus OIepaIMOHHOM HAJIEXKHOCTH
(xkubepycroitunBocty) B opranusanuiax KOC

Ba30BBIi COCTAaB OPraHU3AIMOHHBIX, TEXHOJIOTHYECKHX M TEXHUYECKUX MEP
obecriedeHHsT ONEPAIMOHHON  HameXHocTH (KHOepycTOHYHMBOCTH) B
opraam3anuax K@C

IToaxoasl K cerMEHTALMH BEIUUCIUTENBHBIX CETEH B Opra’mu3anusx KoC

Crenpnduka IIaTeXHbIx mpoieccos B opranusamuiax KOC

OcHoBBI  OOecrieueHHs  Oe30macHOCTH  OOBEKTOB  MHQOpMATH3alUH
IPUKJIAJHOTO YPOBHA B opranusamusix KOC
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IMoaxomsl K MOATBEPXKICHHIO peanm3aliiy (QYHKIUE 6e30MacHOCTH U
KOHTpOJs  (HaiMuMs)  ya3BUMocTedl  00OBeKTOB  MHQOpMaTH3alKH
NPHKJIaAHOro ypoBHs B opranmsamusax K@C
Hpyrue -
XapaKTEPUCTUKH
3.2. O6o0mennas TpyaoBas GpyHKIHSA
[ VnpaneHure HHUUIEHTaMH HHPOPMAIMOHHOH Kon B VYpoBeHsb 7
6e3omacHocTH B opranuzanusax KOC Kkpanudukanumn
[TpoucxoxaeHne
006061EeHHOM TPy 10BOi OpuruHat X 3auMCTBOBaHO i3
FAR— OpHUruHana
Kon PeructpaunoHHbIH
OpHUTHHANA HOMEp
po¢ecCHOHATBHOTO
cTanzaprTa
BosmosxHbIe Crnenuamict no HHpopMaIoHHOH 6e30IacHOCTH
HaHuMEHOBaHUS Benymuii crienqiaIncT 0o 3amuTe HHGopManyi
JOJDKHOCTEH,
npodeccuii

TpeboBanus x
00pa3oBaHUIO U
00y4eHHIO

Briciiee 00pa3oBaHue — CieLUATNTET WIK MarucTparypa B 001acTu
uH(opMaIHOHHOH 6€30IIaCHOCTH

TpeGoBaHus K OIBITY
IPaKTHYecKoi paboThl

Oco6sie ycroBus
Jornycka K paborte

Hpyrue
XapaKTEPUCTUKH

I[OHOJIHI/ITCJIBHBIC XapaKTCPUCTUKH

HaumeHoBanue Ko HaumenoBanue 6a30B0i rpyIITbl, ZOJDKHOCTH (TIpodeccrH) Wil
JOKYMEHTa CHENHUATLHOCTH
OK3 2529 CroeuuaivcTsl 1o 6a3aM JaHHBIX H CETAM, HE BXOAMIINE B
JpyTye rPyNIs]
EKC - AJMMHHCTpATOp 110 00ecredeHnIo 6e30II1acHOCTH HH(POPMALIUH
- Wrxenep no 3amure nHpoOpMayu
- WH>XeHep-IPOrpaMMHCT MO TEXHUUECKOH 3amuTe HHpOpManuy
- CrienMaimcT 10 o0ecrneyeHuo 6e30macHoCTH HHpopManuy B
KITIOYEBLIX CHCTEMaX HHPOPMAIIMOHHOW HHPPACTPYKTYpPhI
OKIIATP 22567 Wmxenep no 3amure HHGOpMaLH
26579 Crenganuct 1o 3anmre HHGopMaIu
OKCO 2.10.04.01 | UudopmanmonHas 6€300aCHOCTD
2.10.05.01 | KomnsroTepHast 6€3011acCHOCTh
2.10.05.02  HudopmanunonHas 6€301aCHOCTD TEIEKOMMYHUKAITMOHHBIX
CHCTEM
2.10.05.03 | UudopmanmonHas 6e300aCHOCTh ABTOMATH3UPOBAHHBIX CHCTEM
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2.10.05.04 | MHpopMalMOHHO-aHATATHYECKHE CHCTEMBI 6€30MacHOCTH

2.10.05.05 | bezomacHocTh HHGOPMAMOHHBIX TEXHOJIOTUA B
IIPaBOOXPaHUTENHHOM cdepe

2.10.05.06 ' Kpunrorpadus

2.10.05.07 TlpoTtuBOAEHCTBHE TEXHUIECKUAM pa3BEAKaM

3.2.1. Tpynosas qpyHK1IusA

HaumeHOBaHue

[MpoucxoxaeHue TpyAOBOi
$yHKIUH

BriaBieHue u pEerucTpannd HHIUACHTOB v
o POBEHb
I/Ig(bOpMaHI/IOHHOI/I 6e3OIIaCHOCTI/I, B TOM YHUCJIC Kox B/01.7 (HOL[ypOBeHB) 7
OOHapy>XC€HHE KOMIIBIOTCPHEIX aTak, B KBATHHUKALIN
opraam3auusx KOC ,
Opurasan X 3auMCTBOBAHO U3
OpHUTHHAJIA
Kon PeructpauoHHBIN
OpHrHHaja HOMEp
npo¢eCCHOHAILHOTO
cTaHzapTta

Tpynosele neicTBUA

OnepaTUBHBI MOHHTOPHHI W BBIABIEHHE COOBITMH HH(pOpMALHOHHON
0e30macHOCTH, B TOM 4HCIe OOHapy)K€HHE KOMIBIOTEPHBIX arak, B
opranm3auusx KOC

C60p JaHHBIX ISt PETHCTPALMH cOObITHH HHPOPMAIOHHOM G€30IacHOCTH,
B TOM YHCJI€ KOMIBIOTEPHBIX aTak, B opranu3anusix KOC

Obecrieuenrie  (OYHKIMOHUPOBAaHHS MEXaHM3MOB M HMHHMIHATHBHOTO
HHGOPMUPOBAHUS MO/Pa3ICICHIH, OTBETCTBEHHBIX 34 YIIPABJIECHHE PHCKAMH
nHpOpManMOHHON Ge3omacHOCTH, paboTHHKOB opramsanuid K®C o
coObITHAX HHGOPMAHOHHON Oe30macHOCTH B opranusanusx K@C

Opranmsaiuss ¥  BBIIONHEHHE JEATENBHOCTH II0  MONYYCHHIO H
HCIIOJIB30BAHHUIO CBEJICHHI 00 aKTyalbHBIX HHIAMKATOPax KOMIIPOMETAIMH
00nexToB HH(popMaTuzanuy B opranuzanusax KOC

ABTOMaTH3anMs  OpONEAYP  BBHIABICHUS  HAlM4YHid  HHIAMKAaTOPOB
KoMmrnpomeTtanuu B opranuzamusax KOC

C6op u perucrpauus uHbopManuyu 00 HHIMIEHTAX HHPOPMAIMOHHOH
6e3onacHocTH B opranuzanuax KOC

HeobxoauMelie yMeHus

AHaIM3HpOBaTh M IPUMEHSTH METOAONOTHYeCKylo 06asy, TpebGoBaHus
3aKoHOJaTebcTBa Poccuiickoil Demeparniy, HOPMAaTHBHBIX aKToB baHka
Poccun, MeXIyHApOAHbIX U HAMOHAIBHBIX CTAHAAPTOB B 00JIACTH 3aIlUTHI
uHpopMalH, obecriedeHAs] HHOOPMAHOHHOM 6€30MaCHOCTH, yIPABICHHS
puckamu WH(opMauoHHOR GesomacHocTH B opranusanusx KOC, a taike
oOHapyXeHMs, MNpEeAYNPeKACHHS W  JHKBUJAlMH  IOCIEACTBHH
KOMITBIOTEPHBIX aTaK, IPOBEJEHHBIX B OTHOLICHHH 3HAYMMBIX OOBLEKTOB
KpuTHUeCKO# MH(MOpMauuoHHOH HH(pacTpykTyps! opranusamuii KOC, u
pearnpoBaHusl Ha KOMIBIOTEPHBIE HHIIMICHTHI

HacTtpauBath cpecTBa (areHThl, HHTEpdEHCH) cO0pa TEXHUISCKHX JAHHBIX
JUTSL BBIABIICHHUS COOBITHI HH(DOpMAnOHHON 6€30I1aCHOCTH B OpraHU3aluaX
K®C, B ToM uncite 111 00HApYKEeHUS! KOMIIBIOTEPHEIX aTak

OcyiiecTBaaTh paboTy C TEXHUYECKUMH CPEACTBAMH 34U THI uHpOpMaLH
M CHCTEMaMHM, pEATU3YIOIIAMHA (YHKIUM yOpaBICHHS WHLHUACHTAMH
nH(popManuoHHO#i Ge3onacHocTH B opranusanmsix KOC ‘
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AHanu3upoBaTh ~ TEXHMYCCKHE  JlaHHBIE,  CBHJCTEIBCTBYIOIIHE O
BO3HMKHOBEHUH COOBITHII MHPOpMAIHOHHOHN 6€30MaCHOCTH B OpraHU3alUIX
K®C, B ToM uncie 06 06HapyKeHINM KOMIIBIOTEPHBIX aTak

MdopMHpOBaTH OTYETHOCTh O BBIIBICHHBIX COOBITMAX H HHIMAEHTaX
HH(pOpMaIMOHHOM Oe3onacHocTH B opranusanuax KOC

Heob6xoaumble 3HaHUA

3akononarenbcTBO Poccuiickoit ®eepani, HOpMaTHBHEIE IIPABOBEIE AKTHI,
HAIMOHAIBHEIE, MEXroCcyJapCTBEHHBIE W MEXIYHApOIHBIE CTaHJapThl B
obmacTd  3amuThl  MHpOpMaimu, obecmeueHUs  HHGOPMALMOHHOM
6€30MacHOCTH, YIPaBJI€HUS PHCKaMM HH(GOPMANMOHHOH Oe30macHOCTH B
opraamnzanusx KOC

3akoHogarenscTBO Poccuiickoii @enepaliny, HOpMAaTUBHBIE IPABOBEIE AKTEI,
HalMOHAJIEHLIE, MEXIOCYJapCTBCHHBIE W MEXIyHapOAHBIE CTaHIApTHl B
obimacTh  3amuTel  MHpopMaimHu, obecriedeHus — MHGOPMALHOHHOM
0€30IaCHOCTH, YIIPaBICHHUs pHCKaMH HHGOPMALHOHHOH O€30MacHOCTH B
opraumanusx K®C, a Take oOHapyxeHHs, MPEAYNPEKICHUS U
JAMKBHAALMH IIOCJEACTBHH KOMIIBIOTEPHBIX aTaK, IPOBEICHHBIX B
OTHOLICHMH 3HAYUMBIX OOBEKTOB KpPUTHYECKOH HHGPOPMALHMOHHOM
UH(PACTPYKTYPHI U pearnpoBaHys Ha KOMIBIOTEPHBIE HHIMIECHTHI

PykoBoasmie W METOAWYECKHE  JOKYMEHTH  YIOJIHOMOYEHHBIX
¢enepatbHBIX OPraHOB HCIIONMHUTENBHON BIACTH, HOPMATHBHbIE aKTHI baHka
Poccuu B o6nactu 3amuthl nHGOpMalmu, obecriedeHUs HHPOPMALHOHHON
6€30MaCHOCTH, YIPABICHHS pUCKaMu HH(OpPMAIMOHHOH O€30I1acHOCTH B
opraumanusx K®C, a Take o0OHapyXeHHs, MNPEAYNPeKICHHS U
JUKBHIALKMH TMOCICACTBHA KOMIBIOTEPHBIX aTaK, IPOBEJCHHBIX B
OTHOINEHMH 3HAYUMBIX OOBEKTOB KPUTHYECKOH HH(OPMaALIOHHOM
UHPPACTPYKTYPH], pearupoBaHUsl Ha KOMIIBIOTEPHEIE MHIIUICHTHI

OCHOBHBIE YS3BMMOCTM M Yrpo3bl HapyIIeHHs 3allliThl HHPOPMAIMH,
xapaktepHbie s opranmsamui KOC

Ba3oBbIil cocTaB U (YHKUHOHAILHBIE BO3MOXHOCTH TEXHMYECKHX CPEICTB
c60pa TEXHMYECKHUX JAHHBIX U BBLIBJICHHS COOBITHH HH(OPMANMOHHOM
6e30macHOCTH, B TOM 4HCJI€ OOHapy)XeHHs KOMIIBIOTEDHBIX arak, B
opraam3anusix KOC

[IpyHIMOE DOCTPOEHHMsT CHUCTEM OOeCIedeHHs 3alluThl HH(OpMAlMh |
ONepaOHHON HaleXHOCTH (KubepycToHuMBOCTH) B opranusaiusax KOC

IMoaxoAb! K HaCTpOiKe CpeICTB cOOpa TEXHUIECKUX JAHHBIX [UTA BBIABICHUS
COOBITHI ¥ HHIMICHTOB HHpOpMAMOHHONH 0€3011aCHOCTH B OpPraHH3aIHIX
K®C, B ToM uncie 0OHapy)kK€HHsI KOMITBIOTEPHBIX aTakK

Crenuduxa IiatexHbIX mpoleccoB B opranuzammsix KOC

Tunuusble COOBITHS M HMHIMOEHTH MH(POPMAIMOHHOH O€30IaCHOCTH B
opranm3anusix KOC

[Mogxomapl K  ONMCAaHHIO  CLEHApUEB  pealu3allud  HHIUICHTOB
nHdopManHoHHO| Ge3omacHoCTH B opranu3anusx KOC

Hpyrue -
XapaKTEPUCTHKH
3.2.2. Tpynosas pyHKUHHA
PearupoBanue Ha HHIHAICHTHI /4) VpoBeHb
Haumenosanue | MH(PpOpMAHOHHOHN 6€30IIaCHOCTH B Kong . B/02.7 | (momyposeHs) 7
opraamanusix KOC KBA/IA(UKALHH




TpoucxoxaeHHe TPy IOBOi
($yHKuun
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3aUMCTBOBaHO M3

Opurunan X
OpHrHHaja
Kon PeructpanMonHsiit
OpUTHHAJA HOMep
TIpo¢ecCHOHATBHOTO
cTaHjapTa

Tpynossle AeHCTBHA

Peanusanus TNOpsAAKa pearkpoBaHds Ha HMHIUJACHTB HHGOPMALUOHHOM
6e3omacHocTH B opranuzanusax KOC

C6op unpopManuu 00 HHIMACHTaX HHGOPMAIMOHHOHK OE€30MAaCHOCTH B
opranmzanusax KOC, ux xiaccupuKauys U OLeHKa KPUTHIHOCTH

BrImonHeH e JeHCTBHI 10 PearupoBaHKIO Ha HHIUACHTH HHGOPMAIHOHHOM
0€30I1aCHOCTH B COOTBETCTBHHM C €IWHBIMHU IIpaBUJIAaMH M HIPOLECIypaMu
pearnpoBaHMs Ha TAKHE HHIMICHTEI B OpraHU3alusIX KoC

PaspaboTKa eIMHBIX NpaBWI M IPOLEAYp pearupoBaHHs Ha HHIHUICHTHI
nH(OpMaIHOHHOMN Oe30macHOCTH B opranu3anusix K@C

OcyIIecTBICHAE B3aUMOJIEHCTBHS ¢ MojpassieneHuaMu opranusanuu KOC,
bankom Poccuu, denepanbHBIMH OpraHaMH HCIIOJHHTENbHOM BJIAaCTH U
MHBIMM YIIOJHOMOYEHHEIMH OPTaHW3allMAMH B paMKaX pearupoBaHHs Ha
MHIAEHTH HHPOPMAIMOHHON Ge30IacHOCTH, B TOM YHCIIE OOHApYKEHHUS,
NpeAyNpexaeHds W JTHKBUAALUM. NOCICIACTBUAM KOMIBIOTEPHBIX arak B
opranmsamud  K@®PC, a Takke ¢ BHEIIHAMH 3aWHTEPECOBAHHBIMH
OpraHu3alusIMH

Wndopmuposanne Banka Poccuu 06 uHIMAEHTaX HHPOPMAUHOHHOH
6ezonacHocTH B opranu3anuax KOC B yCTaHOBICHHOM MOpsJIKE

Heo6xoauMbie yMeHHs

AHaIm3HpoBaTh M DPUMEHATH METOAONOrMUecKyro 0Oasy, TpeboBaHus
3aKoHoaTeNbcTBa Poccmiickoit ®Deaepan, HOPMAaTHBHBIX akTOB baHka
PoccuH, MEXIYHApOAHBIX M HAlMOHANBHBIX CTaHJApTOB B 00NacT
yIpaBleHus pucKaMH HMHGOpMalMOHHOH OGe3omacHOCTH, obecmedeHus
3aIUTH HHQOPMAIIH | OTIEPALMOHHOM HAJEKHOCTH (KHOEpyCTORYMBOCTH)
B opranm3auax KOC ‘

HactpauBars cpejctea (areHTsI, HHTepEich) cO0pa TEXHHYECKUX JaHHBIX
JUTS BBISIBIICHHUS cOOBITHII MHPOPMAIIHOHHOM 6€30M1aCHOCTH B OpraHHU3aIMIX
K®C

OcyecTBaTh paboTy ¢ TEXHHYECKHMMH CPEICTBAMH 3aIUTHI MH(pOpMAUH
U CHCTEMaMH, pEaIM3yIOIMMH QYHKUHM YIPaBICHUS WHIMACHTAMH
nnpopmalMoHHo# Ge3onacHocTH opranusamuii KOC

AHaJIPI3PIpOBaTI> TEXHHAYCCKUC JaHHbIC, CBHICTCIILCTBYHOIIHUE 0
BO3HMKHOBEHHH COOBITHIH I/IH(i)OpMaLlPIOHHOﬁ 6€30IMacHOCTH B opraHu3anuiax
K®C

®opMUpOBaTHL OTYETHOCTH O BBISABIEHHBIX COOBITHAX H HHIMICHTaX
nHMOpMaIMOHHOM Ge3omacHoCTH B oprannsanuax K@C

HpI/IMCHﬂTB MEpBI, HaNpaBJICHHBEIC HA CHHXXCHHC TSKECTH ITOCIIEICTBHIA
pean3aui HHITHJCHTOB KH(bOpMaHHOHHOﬁ 06€e301acHOCTH B OopraHuA3anuiax
K®C

[IpEMEHATh METOMOJIOTHIO OLEHKH NMOTEHIMANA BIMAHMS (KPUTHYHOCTH)
MHIMACHTA HHOpMaIMOHHOM Oe3onacHocTH opranmsanui KOC

HeobxoauMele 3HaHMS

3aKOHOJATENLCTBO Poccuiickoii ®enepanuu, HOpPMAaTHBHHIE aKThl baHka
Poccuu, MeXAYHapoAHBE M HAaUMOHAJIbHBIE CTaHJApTEl B 00IAcTH
obecneyenrs HMHQPOPMAIMOHHOW O€30MIaCHOCTH, YIPaBICHUS PHCKaMH
uH(pOpMaIMOHHO# Ge3omacHocTH B opranusanusx KOC

3akoHOaTeNbCTBO Poccuiickoit ®enepanuy, HOpMATUBHBIE IPABOBBIEC AKThI,
HAlMOHATIBHBIE, MEXIOCY/IapCTBEHHBIE M MEXIYHApOJHBIE CTAHAApTHI B
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obmacty  3amuTel  HHpopMamuu, oOecmedeHHs  HMHPOPMAIMOHHON
6€30IaCHOCTH, YIpaBleHHs pHCKaMd HHGOpMalHMOHHOH Oe3omacHOCTH B
opraauzanusax KOC

PykoBomsmiie W METOJAWYECKHE  JOKYMEHTHl  YIOJIHOMOYEHHBIX
(enepatbHBIX OPraHOB HCIIOMTHUTENIBHOH BIACTH, HOPMATHBHEIE aKTh banka
Poccuu B o6nacTu 3ammTel HHGoOpManmu, obecriedycHus] HHGOPMALMOHHON
6€30MacHOCTH, YIpaBJIeHHs pUCKaMHu HH(OpPMAIMOHHOH O6€30II1aCHOCTH B
opraamsanusx KOC, a taioke B obnacTi 0OHapy»KeHUs, IPEAYIIPEKACHAS 1
JMKBHIALMHY IIOCIEACTBHH KOMIBIOTEPHBIX arak, IpPOBEIECHHBIX B
OTHOIIEHHH 3HAYMMBIX OOBEKTOB KPUTHUECKOH  HMH(POPMALMOHHOM
UHPPACTPYKTYPhI, pearipOBaHHs HA KOMIIBIOTEPHBIE MHIIH/ICHTEL

OCHOBHBIE yA3BUMOCTH M Yrpo3bl HapyIIeHHs 3allMThl HHQOpMAIuH,
xapakTtepHble i opranusauuii KOC

Ba3oBblil cocTaB H (YHKIHOHAIBHBIE BOSMOXXHOCTH TEXHMYECKHX CPEICTB
c60pa TEXHMYECKMX JAHHBIX IS BBIABICHHS COOBITHH HH()OPMAIHMOHHOM
6e3omacHocTH B opranuzanusix KOC

[IpHHLMIBL TOCTPOCHHUSA CHCTEM OOecHedeHHs 3alMThl HHpOpManuu H
ONepallMOHHOMN HajleXHOCTH (KubepycToduuBocTH) B opranmsanusax KOC

TMoaxomas! K HACTPOHKE CpeACTB cOOpa TEXHUIECKUX JAHHBIX JUISA BbIABICHHS
COOBITHI M MHIMIEHTOB HHPOpManHmOHHON 0€3011aCHOCTH B OpPraHH3aIUiIX
Ko®C

Tunuunble coOBITUS M MHUHASHTH HHQpOpMarmOHHON 6€30IacHOCTH B
opranm3anusx KOC

Crnenuduka miaTexHbIX mpoleccoB B opranusamusax KOC

IIpyHIMOBI paGoTHl ¢ TEXHUYECKHMMH CPEICTBAMH 3aIUMTEI HH(POpMAluH,
peanu3yomuMi  GYHKINM YIOPaBIeHHs HHUMACHTaMH HMH(MOPMALUOHHOM
6e3onacuocti B opranm3aiusax KOC

IMoaxompl K  ONMCAaHUIO  CIEHApHEB  peald3allid  HHIHUJCHTOB
nH(OpMalMOHHOM Ge30macHOCTH B opranm3anusix KOC

Hpyrue

XapakTCPUCTUKU

3.2.3. Tpyaosas pynkuus

Boccranosnenue GyHKIIHOHUPOBAHUS OH3HEC-

IPOLIECCOB M TEXHOJIOTMYECKUX IIPOLIECCOB U YposeHb
HaumenoBanme | 00BEKTOB HHPOpMATH3ALUH I10CIIE PeaTH3aluu Kon | B/03.7 | (momyposemb) 7
HHIMAEHTOB HHPOPMaMOHHON 6€3011acHOCTH B KBaMpUKaLAL

opraamanuax KOC

IMpoucxoxaeHye TpyAOBO
dyHKIINA

3auMCTBOBAHO U3

Opurunan X

OpHTHHATIA
Kon PeructpaliOHHBIN
OpHTHHATA HOMeEp
nipo¢ecCHOHATEHOTO
CTaHIapTa

Tpynossie aeficTBUSA

Peanusands TNOpAAKA BOCCTAHOBIECHHS (YHKIMOHHpOBaHHs Ou3Hec-
TIPOIIECCOB M TEXHONOTMYECKUX MPOLECCOB M OOBEKTOB MH(OpMATH3ALMK
[IOCITE pealTH3aldy HMHIOUICHTOB HHGOPMalMOHHOH 6e30macHOCTH B
opranu3auusx KOC

BbINoJIHEHHe JeHCTBHH 110 BOCCTAHOBJICHHIO (YHKIIMOHHPOBaHUs OM3HeC-
IPOLECCOB H TEXHOJNOTMYECKHX MPOLECCOB M 00BEKTOB MH(OpMATH3ALHK
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nocje HHIUIEHTOB HH()OPMALMOHHON 6€30IacHOCTH B COOTBETCTBHH C
€IMHBIMH [PaBHJIaMH U MPOLEypaMH 110CNIE pealn3aluy TaKUX HHIHIEHTOB
B opraumanmsax KOC

Pa3paboTka  eQWHBIX  I[paBWl W MPOLENYDP  BOCCTAHOBJICHHUS
(GYHKIMOHUPOBaHUA OW3HEC-NPOLIECCOB M TEXHOJNOIMYECKHX IIPOLIECCOB M
0o0bexkTOB  HHpOpPMaTH3allMM  MOCJle  pead3allid  MHUUAECHTOB
HHGOpMalMOHHOI 6e3onacHocTH B opranusanusax KOC

OmpezienneHre  KpHUTEpPHEB M TNPOBEICHHE  OLUECHKH  3aBEPIICHHS
BOCCTAaHOBJICHHSA GYHKIIMOHHPOBAHHS Ou3HEC-TIPOLIECCOB %4
TEXHOJIOTMYECKHX IIPOIeccCOB M 00BEKTOB WH(GOpPMATHU3AIMH, YCIOBUH
3aKpBITHS MHLUHAEHTAa HHGOOPMALMOHHOH O€30IaCHOCTH B OpPraHH3aiUsX
K®C

C6op ¥ ¢uKcauus TEXHHYECKUX JMAHHBIX (CBHIETENLCTB) B paMKax
BOCCTaHOBJICHHUS (YHKUHOHHPOBAHUS OU3HEC-IPOLIECCOB 7§
TEXHOJOTHYECKMX IIpOIECCOB M OOBEKTOB HH(poOpMaTH3amuM MOCIE
pealH3alMy MHIHICHTOB HHpOpMaLMOHHON 6€30[IaCHOCTH B OpraHU3aLusX
K®C

OcyIlecTBICHHE B3aHMOIEHCTBHS € MoJpas/ieteHusMu opranusanuun KOC,
Bbankom Poccun, dQepepalbHBIMH OpraHamMH HCIONHHMTENIBHOM BIIACTH,
UHBEIMU YIIOJJHOMOYCHHBIMUM OpraHH3alMsAMH B DaMKax BOCCTAHOBJICHHS
dyHKIMOHHPOBaHHUA OM3HEC-TIPOLIECCOB M TEXHOJOIHYECKHAX MPOLECCOB H
00BEKTOB uHpopMaTU3aIMH Iocjae  peanu3anufl HHITUICHTOB
nadopmanuonHoii GezomacHocTH B oprammsanuax KOC, a Takke ¢
BHEIIHAMH 3aHHTEPECOBAHHBIMU OpraHH3alMIMU

Wndopmuposanne banka Poccum o craryce o0paGoTKM HHUMIEHTA
uH(OPMALOHHOM 0€30I1aCHOCTH B OPraHu3aluIxX K®C

Heo6xo1uMblie yMEHHS

AHanu3MpoBaTh M NPUMEHSITH METOHOJNOTHYECKylo Oasy, TpeboBaHms
3aKoHOJaTeNnbcTBa Poccuiickoi @emepany, HOPMAaTHUBHBIX aKTOB baHka
Pocchd, MeXAyHApoJHHIX M HAOUOHANBHBIX CTaHJapTOB B o0jactu
yrpaBleHHsT pHCKamMu HHQopManHoHHOH Oe3omacHOCTH, obecredeHus
3aIMTH HHQOPMAIHH U OTIEPALMOHHOM HAJEKHOCTH (KHOEpyCTONYUBOCTH)
B opranu3asx KOC

OcyImecTBaTh paboTy ¢ TEXHUYECKHMMH CPEICTBAMH 3aIUTHl MH(pOpMAUH
M CHCTEMaMH, pEATM3yIOIMMH (YHKIHH yOpaBICHAS WHIHICHTAMH
nadopMaonHOM Ge3omacHocTH B oprarusanusax KOC

AHanu3MpoBaTh  TEXHMYECKME  JaHHLIE,  CBHICTCIBCTBYIOIIHE O
BO3HAKHOBEHUH COOBLITHI MHPOPMAHOHHOM O6€30I1aCHOCTH B OpraHU3alMsaxX
K®C

®opMHpOBaTh OTYETHOCTH B PaMKaX BOCCTAHOBJICHHS (yHKUMOHHPOBAHUSA
OH3HEC-TIPOIIECCOB M TEXHONOTHYECKMX MPOIECCOB M OOBEKTOB
MHGOPMATH3alMK TOCIE peaIM3allil HHIMICHTOB HMH(POPMAUHOHHOMH
6e3onacuocti B opranmsanusax KOC

PaGoTarb C TEXHHYECKMMH CPEICTBAMH  3allUTBl  MH(oOpMaImy,
peamu3ylomuMA QYHKUMH YIPABICHUS HHIMACHTaMH HH(OPMAIHOHHOH
6e3onacHocTH B opranuzanusiax KOC

HpI/IMeHﬂTB MEpPBI, HAIMpaBJICHHBIC HA CHHXKCHHC TAXKECTH IIOCIIEACTBHI
peann3anun HHIINICHTOB HH(bOpMaHHOHHOﬁ 0€e30I1aCHOCTH B OpraHusanusiax
K®C

Heo0xomuMele 3HaHUS

3akoHoaaTenscTBO Poccuiickoit ®enepanvi, HOPMAaTHBHBIC IPABOBBIC AKTEI,
HAIMOHAJIBHBIE, MEXTOCYIAapCTBEHHBIE M MEKIyHApOIHbIe CTaHAAPTHl B
obnacti  3amuTel  uHpOpManuM, obecredeHHs  HMHPOPMAUUMOHHON
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6e30MacHOCTH, YIpaBieHUs pHUCKaMu UHGOPMAMOHHOH 6e30IacHOCTH B
opraamsanysx KOC

PykoBomsfmue W  METOAMYECKAEC  JOKYMEHTBI  YIOJTHOMOYCHHBIX
(enepalbHBIX OPraHOB UCIIONHATENBHOM BIACTH, HOPMATUBHEIE aKThl baHka
Poccuu B 061acTy 3amuThl HHGopManuy, obecnedeHns HHOOPMAIHOHHOM
6e30MacHOCTH, YIPABJICHHS PHCKaMH HHGOPMAIMOHHOH 0e30MacHOCTH B
opranmsamusx KOC, a takxke B 06;acTu 0OHApYKEHHS, IPEAYTIPEKICHU U
JMUKBUAAIMH IIOCIHENCTBHA KOMIIBIOTEpHBIX aTaK, IPOBEICHHBIX B
OTHOIICHHH 3HAYHMBIX OOLEKTOB KPHUTHYCCKOH  HMHGOPMAalHOHHOM
HH}PACTPYKTYPHl, pearHpOBaHHs Ha KOMIIBIOTEPHBIC MHLHICHTDI

OCHOBHBIE YA3BHMOCTH M YIpPO3bl HapylIeHHd 3allluThl HHQOpMauud,
xapaktepHble [uis opranusammi KOC

Ba3oBbli cocTaB # (PYHKIHMOHAIBHBIE BO3MOXKHOCTH TEXHHYECKHX CPEACTB
c60opa TEXHMIECKHX JAHHBIX AN BBIABJICHHA COOBITHH MH(OPMALOHHON
6e3onacHocTr B opragmanuix KOC

[IpHHIMOBL NOCTPOEHUs CHCTEM OOECIedeHHs 3amuThl MH(OpMaluu u
oIepalOHHOM HAIEXHOCTH (KubepycroitunBocTy) B opranusanusax KOC

TunuuHele COOBITHS M HMHIMACHTH MHpOpPMaIMOHHOH O6€30macHOCTH B
opranm3anusax KOC

TIpuHIMNLL paGoThl ¢ TEXHAYECKHMH CPEICTBAMH 3allMTHl WH(OpMauuy,
peanusylomuMi (GyHKIHH YIPABICHHA HHIMACHTaMH HH(OPMAIMOHHOM
6e3onacHocTH B opranmsaiusax KOC

IMogxompl K  ONMCAaHHMIO  CIEHApHEB  pealu3alldd  HHIHUJCHTOB
nH(OpPMalMOHHOM 6e30macHoCTH B opranusamusx KOC

Hpyrue

XapaKTEPUCTHKH

3.3. O6o0mennas TpyaoBas GyHKIHA

AHAIUTHYECKOE U OPraHU3alMOHHOES
Hamveropanye | COTPOBOKEHHE NEATENLHOCTH 110 yIIpaBJICHHIO Kon C Ypogensb 7
prckamu HHGOPMAIHOHHOM 6€30IacHOCTH B KBAIMQHUKALMH
opranmsamusix KOC
H6p ogl cxomngnne . 0 X 3anMCTBOBAHO U3
3) y(:{ KI;I:;HOI/I TpYHOBOH pUTHHAT opHrEEaTa
Kon PerucrpanoHHBIH
OopuruHaiaa HOMED
npodecCHOHANBHOTO
craHmapTa
Bo3moxHBIE [ aBHEIHA CIIEMAIUCT 110 HH(OPMAILIMOHHOH 6€3011aCHOCTH
HaMMCHOBAHUS Benympuii criequanuct o “HPopManuoHHOH Ge30nacHOCTH
JIOJDKHOCTEH, PyKoBOUTENE CTPYKTYPHOIO IIO/Ipa3/ie/IeHUA
npodeccuit
TpeGoBanus K Bricmiee npoduiibHOe 06pa3oBaHKe — MAarUCTPaTypa WK CTISHAIHNTET B
00pa3oBaHUIO H o6nacT HHGOPMAIIMOHHOH O€30MaCHOCTH
00y4YeHHIO | HITH
Bricmee o6pazoBanye (HempoHILHOE) — MATKCTPATypa U CIIENHUATATET U
JIOTIONIHUTENBHOE IpodeccHoHabHOE 00pasoBanue (IpodecCHOHATBHAS
TIEpENIOIrOTOBKA) B 00IaCTH HHPOPMAIIMOHHON Oe3011acHOCTH
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TpeboBanus K omsITy
[IPaKTHYECKOH

paboThI

opranuzanusx KOC

He MeHee aByX JieT B 061acTd HHGOPMAIMOHHOH 6€3011aCHOCTH B

Oco0Oble ycnoBus
JloImycka K pabote

Hanuuwme nomycka K rocyapcTBEHHO# TaiiHe (Ipu HeobxoauMocTH)®

Hpyrue

XapaKTEPUCTHKH

I[OHOJIHI/ITCJ'II:HI:IG XapaKTCPUCTUKH

HaumenoBanue Kox HaumenoBanne 6a30B0ii TPYIIBI, JOJDKHOCTH (Ipodecchn)
JOKYMEHTa WIN CTIEAATBHOCTH
OK3 2529 CrenuanucTsl 1o 6a3aM JaHHEBIX U CETAM, HE BXOJAIIKE B
JpyTHe TPYMIbL
EKC - I'MaBHBIN CIEMMATKCT 0 TEXHAYECKOH 3aluTe HHPOpManyu
OKILATP 20911 ['naBHBIH CHEMUAIKCT TO 3aluTe HHGOPMALUK
OKCO 1.02.04.01 | MarteMaTHka U KOMIIBIOTEPHBIE HAYKH
1.02.04.02 | dynjaMenTanbHas HHGopMaTHKa U HHGOPMALKMOHHEIE
TEXHOJIOTUH
1.02.04.03 | MaremaTtuveckoe oOecrieYeHHE ¥ aIMUHUCTPUPOBAHUC
HHPOPMAIIMOHHBIX CHCTEM
2.09.04.01 | MudopmaTuka U BEIYMCIUTEIbHAS TEXHAKA
2.09.04.02 : MHdopManMOHHBIE CHCTEMBI H TEXHOJIOTHH
2.09.04.03 | IlpuknagHas HuHPopMaTHKa
2.09.04.04  IlporpammHas HHXKEHEPHUS
2.10.04.01 | Mudpopmanuonsas 6€300aCHOCTD
2.10.05.01 | KommetoTepHas 6€30MacHOCTb
2.10.05.02 | MudopmanmonHas 6e30MaCHOCTD TEIEKOMMYHUKAI[HOHHBIX
CHCTEM ,
2.10.05.03 | NudopmanuonHasd 6€300aCHOCTL aBTOMATH3HPOBAHHBIX
CHCTEM
2.10.05.04 | MudopMauroHHO-aHATMTHYECKAE CHCTEMEI O€30I1aCHOCTH
2.10.05.05 | Be3omacHOCTh MH(pOpPMALMOHHBIX TEXHOJIOTHI B
IIPaBOOXPaHUTENBHOH chepe
2.10.05.06 | Kpunrtorpadus
2.10.05.07 | IlpoTuBoncHCTBHE TEXHHYECKUM pa3BeKaM

3.3.1. TpyaoBas GpyHKUuA

HauMenoBanue

[MpouncxoxacHAE TPYAOBOH

¢dyHKUUH

Onpe)leneHne yrpos HH(I)OpMaHHOHHOﬁ YposeHb
6e3omacuocty B opranmsanusx KOC Kon | C/01.7 (moayposetts)
KBaTUUKALIH

3auMCTBOBaHO U3
Opurmnan X
OpHUIHHAIIA
Kon PerucrpaumoHHEI
OpUTHHAIa HOMep
npogeccHOHALHOTO
cTaHpapTa

Tpynossle AeHCTBHS

ONPE/ICNICHAI0 W  aHajiM3y yrpos
XapaKTepHBIX 1 opranu3auuii KOC

IMoaroroBka MpeUIOKEHUH 110 OpraHU3alM{ ¥ BBITOJITHEHHIO neficTBUH IO
uHGOpMaIMOHHOH  6€30IaCHOCTH,
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OnpesieNieHre BO3MOXKHBIX CLIEHApHEB Peai3allii yrpo3 HHGOPMAIHOHHOK
6esonacHocTH B opranu3zanusix KOC

OpraHu3anus Ipolecca BBIIBICHHS BO3MOXHBIX YSA3BUMOCTEH KPHTHYHOH
apxuTeKTYphl B opranmsanusx K@C

®opmEpoBaHME MOJENH BHYTPEHHETO M  BHEIIHEr0  HapyIIHTENd
6e3onacHocTH uH(opMaluu B opraHu3anusax KOC

Pa3pa6GoTka Mojie/ii yrpo3 HH(GOPMAalMOHHOH 6€3011aCHOCTH B OPTaHK3aLHAX
K®C

OleHKa BO3MOMHOCTM OKCIUTyaTal[MM Ys3BUMOCTEM B  OTHOLICHHH
KPHTHYHOM apXUTeKTypHl B opranusanusx KOC

HeobGxoaumble yMEHHUS

AHanM3MpOBaTh M NPUMEHATH METONONOTHYecKylo 6a3sy, TpeOoBaHHS
saxoHomarenscTBa Poccuiickoii ®enepanuu, HOPMATUBHBIX aKTOB baHka
PoccHu, MEXIYyHAPOAHBIX U HAIHOHAIBHBIX CTAHAAPTOB B 00ACTH 3alUTHL
nHpopMaiuy, obecrieueHus HHPOPMAIMOHHON O€3011aCHOCTH, YIPaBICHH
prckaMH MH(OPMALMOHHOI Ge30macHOCTH B opranusauusx KOC

PaspabaThiBaTb MOfeNH Yrpo3 HMHQOPMANHOHHOH OE30maCHOCTH B
opranmanusx KOC

Pa3pabaTeiBaTh [POEKTHl BHYTPEHHHX JOKYMEHTOB (JIOKalIBHBIE aKTEI,
OpraHM3alMOHHO-PACIOPSAIMTENBHbIE  JOKYMEHTBI M  METOAMYECKHE
Marepuansl) opraumsand K®C mo Bompocam MOJEIMpPOBaHHS yrpo3
HH(pOPMAIMOHHON 6€30IIaCHOCTH

OLeHNBaTh BO3MOXKHOCTH OSKCIUTyaTalldd ysS3BUMOCTEH B OTHOIUCHHM
KPUTHYHOM apXUTEKTYpHl B opranusanusx KOC

OleHEBaTh TOTEHIHWAN HapyluuTeNs Oe30macHOCTH HHQopManud B
opraamzanusix KOC

Ocymectnars c60op ¥ aHam3 HH@opMmamuu 00 aKTyalbHBIX Yyrpo3ax
uH(OPMAIHOHHOH Ge30MaCHOCTH H YI3BUMOCTSX B opranusamusx KOC

HeobxoauMele 3HaHMA

3akoHOMaTeNLCTBO Poccuiickoii denepanyu, HOpMAaTHBHEIC TIPABOBBIC aKTHI,
HAIHOHANbHBIE, MEXIOCYJapCTBEHHBIE M MEXIYyHapOAHBIE CTaHIApTHI B
obmacTd  3amuThl HHpoOpManum, obecnedeHus — HMHQPOPMAUMOHHOH
Ge30acHOCTH, YOPaBJIEHHs PUCKaMH HH(OpMAUMOHHOH 0e301macHOCTH B
opranmamusx KOC, a Takke B obnacti obecredeHHs 0e30macHOCTH
KPMTHYECKOH HHPOPMAIMOHHON HH(PPACTPYKTYPHI Poccuiickoii ®enepanuu

PykoBojsie M METOJMYECKME  JOKYMCHTHl  YIOJTHOMOYECHHBIX
(heIepaNBHBIX OPTaHOB UCTIONHATENLHOM BIACTH, HOPMATUBHBIE aKThl baHKa
Poccuu B 06acTd 3aIuThl HH(OpMAIUK, 00eCTIeYeHHsT HHPOPMALHOHHON
6e30MacHOCTH, YIPABIeHUs PHCKaMH HH(pOPMAlMOHHOH 0e301acHOCTH B
opranmammsix KOC, a Takke B obmactu obecnedeHHA 0e30I1aCHOCTH
KPUTHIECKOM HHPOPMAIIMOHHOH HHPPACTPYKTYPHI Poccuiickoii ®enepauuu

Moiens 6e30macHOCTH KOMIIBIOTEPHBIX cucTeM B opraamsamusx KOC

Mogeny HapymuTensi, METOAHKA IIOCTPOCHHMs MOJCITH HapyMMTENs W
MeTobl Kiaccu(puKaluy HapyLIHTEIeH

Ipuamunsl obecriedeHns HHPOPMANMOHHOH O€30IaCHOCTH, YIPABJICHHA
prcKkaMi HH(OPMAIMOHHOH 6€301aCHOCTH B OPraHHU3AIMAX K®C

CrenudHka IIIATEXHBIX IPOLECCOB B opranusanusx KOC

TIpHHIMIE OCTPOCHHS apXHTEKTYphl HH(POPMALHOHHON 0e30I1aCHOCTH B
opraumanusax KOC

OCHOBHbIE HCTOYHHKH PHUCKOB MH(OpMAIMOHHON 6€30MacHOCTH B paMKax
6H3HEC-TIPOIIECCOB M TEXHONOTAMECKHUX Iponeccos oprannsauuii KOC

OcHOBHBIE yrpo3bl HMH(GOPMAIMOHHOH 6€30macHOCTH M yA3BUMOCTH B
opradmsanusx KOC
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OcHOBHI (PYHKIMOHHPOBAHMUS ABTOMATHU3MPOBAHHBIX CHCTEM M IPHIIOKCHHH

Hpyrue
XapaKTEPUCTHKH

3.3.2. TpynoBas ¢pyHxuus

Brrasiienne, naeHTHGUKALMS U OLCHKA PHCKOB VpoBeHb
Haumenosanne | HH(OPMAIHOHHOH 6€30MaCHOCTH B Kon | C/02.7 | (momyposems) | 7
opraamsanuax KOC KBaMQUKALHH
IpoucxoxneHue Tpya0Boi OpHruHan X 3auMCTBOBAHO U3
(hyHKIIH OpUTHHANA
Kon PeructpannoHHbIiA
OpHTHHANA HOMEp
mpodhecCHOHANLHOTO
CTaHjapTa

TpynoBele NeACTBUS

Wnentudukanus puckoB HHGOpMaMOHHOH 6€30MacHOCTH B OpraHU3alMAX
K®C

ITpoBesieHUE ONEHKH PUCKOB HHPOPMALMOHHON GE€30IAaCHOCTH 110 KaXIOMY
BHJIY JeATenbHOCTH opranu3auui KOC

Opranusaiiss ¥ BHIIOJHEHHE . OIECHKA BEPOATHOCTH BO3HHKHOBCHH:
MHIAIEHTOB HH(OPMALMOHHOM Ge30macHoCTH B opranusanusx KOC

IIpoBejicHHEe OLECHKHM CTENEHH THKECTH TIOCIHEACTBHA HHIMICHTOB
nHbOpMaMOHHOM Oe3omacHocTH B opranmsanuax KOC

TIpoBeneHue ananmu3a Ga3bl JAHHBIX O COOBITHAX PUCKOB HH(pOPMALHMOHHOH
6esonacHocTH B opranmsaiusax KOC

Opranmsanysi. ¥ [POBEJCHHE CAMOONEHKM (B YacTHOCTH, MYyTeM
AHKETHPOBAHMsA MEPCOHANA) PUCKOB HH(OPMAUMOHHON Oe30macHOCTH B
opraamanux KOC

OpraHu3anys U TpoBe/IeHIe HHTEPBLIONPOBAHUS Pa0OTHAKOB OpraHH3alHH
K®C B uemsix uaeHTHQHKAINH PUCKOB HHPOPMAILIMOHHOM 6€3011aCHOCTH

Heob6xonumbie yMEHHS

AHaIM3UpOBAaTh M MPUMEHATh METOJONOTHYecKylo 0asy, TpeboBaHUA
sakoHomarenscTBa Poccumiickoit (Mefepauny, HOPMATHBHBIX akToB baHka
Poccur, MEXIYHApOJAHBIX H HAUMOHATBHBIX CTAaHIAapTOB B 00IacTH
yIOpaBicHHs pUCKaMH HH(OPMALMOHHON 6e30macHOCTH, ObecneyeHus
3auuTHl HHGOPMALIMH H ONEPALOHHOM HaJEeKHOCTH (KHOEpyCTONIHBOCTH)
B opraru3amusix KO@C

TIpHMeHATh METOJIOJIOTHIO [POBEICHHS OLIEHKM PHCKOB MH(OPMAlHOHHOH
6e30MaCHOCTH 10 KKIOMY BUY JesTenbHocTH opranmsaiui KOC

Pa3pabaThiBaTh NPOEKTHl BHYTPEHHHX JIOKYMEHTOB (JIOKAIBHBIC aKTHI,
OpraHH3aHOHHO-PACTIOPSAMTENbHBIE  JOKYMEHTHI M METOAMYCCKHE
mareprans) opranuzanuu KOC 1o BELABIECHUIO, HACHTAGHKALMH 1 OLEHKE
pHCKOB HH(POPMALMOHHOI Ge30macHoCTH B oprannsauusix KOC

PaspabaTeiBath HPEIIOKEHHS II0 COBEPIICHCTBOBAHMIO BHYTPCHHHX
mokymentoB opranmzamuii K@C, ompenensiomux METOAOJOTHIO OLUCHKH
pHCKOB HH(OPMAILMOHHO} Ge30macHocTH B opranusauusx KOC

Paspa0areiBaTh NPEMIOKEHHS MO COBEPIICHCTBOBAHMIO BHYTPCHHHX
nokymenToB opranu3anuiit KOC, onpeaensionmx MeTo0I0THIO NPOBE/ICHAS
CaMOOLEHKH (B YACTHOCTH, NYT€M aHKETHPOBAHMA IEPCOHANa) PHCKOB
urdopmanmonHoii GezonacHocts B opranmsaumax K®C, m mposeneHus
MHTEPBBIONpOBaHMA  paboTHHKOB  opranmusamuéi  KO®C B memix
HAEHTH(UKAMY PUCKOB HHYOPMAIMOHHOH 6€30I1aCHOCTH
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Heo0xonuMele 3HAHKS

3akoHomaTeNLCTBO Poccuiickoit deaepanyy, HOPMaTHBHEBIC TPABOBBIEC AKTHI,
HAHOHAIBHBIE, MEXIOCYJIapCTBEHHBIE M MEXIYHApOIHBIE CTAaHIApTHl B
obmacTd  3amuThl  MHGoOpMamuH, ofecleueHHs  HHPOPMAIUMOHHOM
6e30MacHOCTH, YIpaBleHHs puckamd HHGOPMAIMOHHOH 6€30MacHOCTH B
opraamanusax KOC

PykoBomsimiie M METOAMYECKHE  JOKYMEHTBI  YIOJIHOMOYCHHBIX
(eepanbHBIX OPraHOB UCIOIHUTEIBHOH BIACTH, HOPMATHBHbIC aKTh! banka
Poccunt B 0071acTH 3amMTHl MHpOpManuy, obecnedeHus HHPOPMAIIMOHHON
Ge30MaCHOCTH, YIPABJICHHS PUCKAMH HHGOPMAIMOHHOM O€30IMacHOCTH B
opranmsaiusax KOC

OCHOBHI IPOBEZICHHS aHaM3a 6a3 MaHHBIX B opranmzauusx KOC

CrenuduKa IIATeXHBIX IporieccoB B opranusanusx KOC

TIpUHLMIBl TOCTPOCHAS APXHUTEKTYPhl HHPOPMAIMOHHON OC30IaCHOCTH B
opraamanusax KOC

IIpuHIMOBL  YOpaBlIeHHs pHCKaMH HHGOpMAUMOHHOK 6e30macHOCTH,
obecreyenns nHbopMaHOHHO# Ge3omacHocTH B opranm3aimsax KOC

OCHOBHBIE MCTOUHHMKH PHCKOB HH(OPMAIMOHHOM 0e30MacHOCTH B paMKax
GU3HEC-TIPOIIECCOB M TEXHOJIOTHYECKHUX MponeccoB opranuzauunii KOC

[Toaxo/p! K OIEHKE H JIydIlMe MPAKTHKH OLEHKH PHUCKOB HH(POPMALIMOHHON
6e3onacnoctr B opranmauusax KOC

Tloaxo/p! K HPOBEICHHUIO U JTydIUKe MPAKTUKH IPOBEICHHAS CaMOOLICHKH (B
YaCTHOCTH, IyT€M AHKETHPOBaHHs IIEPCOHANA) PHCKOB MH(OPMALHOHHOH
6esonacHocTH B opram3anusx K®C, m nposeneHHs MHTEPBBIOUPOBAHHUA
pabotaukoB opranmsamuiit KOC B uensx HueHTH(HKAHK PHCKOB
nHpOpMaOHHON 6€301aCHOCTH

Knaccupukanus coOBITHI PHCKOB MH(OPMANMOHHOH — 0e30MacHOCTH
opram3amui KOC

Hpyrue

XapakKTCPUCTHKH

3.3.3. Tpynosasi GyHKuus

C6op u perucrparus HFHGOpPMAIHK O YpoBeHb
HaumenoBanue | BBIBJIEHHBIX pUCKaX MHPOpPMAIHOHHON Kon | C/03.7 (ToxypOBEHB) 7
6e3omacHocTH B opranmsanuax KOC KBAIMHKALIH
K BOH 3auMCTBOBAHO M3
TMporcxoXxaAeHNE TPY IO Opurmsan X
hyHKIMH OpHrMHaJIA
Kon PeructpaunoHHbli
OpUrHHAIA HOMED
npoecCHOHABHOrO
CTaHfapTa

TpynoBele fecTBUSA

BeigBienne W KiaccHuKaims COOBITHMH PHCKOB  HMH(POPMAIMOHHOH
6e3onacHocTH B opramsaiuix KOC

Benenre 6a3bl JaHHBIX 0 COOBITHAX PUCKOB M PETHCTpaNHs COOBITHI PHCKOB
uHdopMaIonHoii Ge3omacHocTH B opranusanusx KOC

OmnpezencHie NOTePh OT pealU3alliy COOBITHI PUCKOB MH(OPMALHOHHOH
6e3omacHoctH B opranmsaiix KOC

Opranmsanus c6opa HHGOpPMAIMK O COOBITHAX PHCKOB uHGOPMaLMOHHOI
6e3zomacHocTH B opranmanuix KOC
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[IpoBeneHne aHamM3a NOPHYMH M IIOCIEACTBHH peanu3alii HHIUICHTOB
uH(pOpPMaOHHON 6€3011aCHOCTH B OpraHH3alHsiX KoC

Heo6xomumbie yMEHHS

AHanM3MpOBAaTh M IPUMEHATH METOJONOTHYeCKyIo 6asy, TpeboBaHus
3akoHojaTenscTBa Poccmiickoit Menepanuu, HOPMAaTHBHBIX akToOB bamnka
PoccHd, MEXAYHApoIHbIX ¥ HAHOHAIBHBIX CTaHJAAapTOB B objacTu
yIIpaBleHHs pUcKaMd HHPOpMalMOHHOK 6e30macHOCTH, 00ecHeYeHus
3aIIUTHl HEPOPMAIIMH M OTIEPALHOHHOM HalIeXXHOCTH (KHOEPyCTONYMBOCTH)
B oprasmamsix KOC

PaspaGarbiBath MpPOEKTHl BHYTPEHHHX JOKYMEHTOB (JIOKalbHBIC AKTBL
OpPraHU3alliOHHO-PACIOPAIUTENbHEIE  JIOKYMEHTBI U METOIMYECKHE
marepuansl) opranuzauuu KOC no Bompocam pHCKOB HH(GOPMALHOHHOH
6e3onacHocTH B opranmsanuix KOC

OGecneunBaTh BeJicHHE 6a3bl JAHHBIX O COOBITUIX PUCKOB MHPOPMALHOHHON
6e3onacHocTH B opragmanmsix KOC

IIpEMEHATH METOIOJOTHIO INIPOBEJEHHS OLEHKH MOTePh OT pealu3anuy
pHCKOB HH(pOPMAHOHHOl Ge3omacHocTH B opranusaumsix KOC

OpranusoBeBaTh Opouecc cOopa HHGopMauuu O COOBITHAX PHCKOB
nHpopMammonHoi GeszomacHoctH opraHmsanuii KOC 0T CTPYKTYpHBIX
mozpa3ficlieHui (BIaleNbleB pHckoB) opranusanmii KOC, B ToM yncne o
pe3ylbTaTax npeTeH3HOHHOH paboThl

AHanM3upoBaTh ~ TEXHHYECKHE  JAHHBIE,  CBHACTENBCTBYIONHE O
BO3HHKHOBEHHH COOBITHI M MHUMAEHTOB HH(GOPMALMOHHOM 6€3011aCHOCTH B
opraamsamusax KOC

Heo6xoaumele 3HaHUASA

3akoHOaTeNbCcTBO Poccuiickoii denepanyiv, HOpMaTHBHEIE IPABOBHIC aKThI,
HAHOHANBHBIE, MEKIOCYIapCTBEHHBIE M MEXIYHApOAHBIC CTAaHIApThl B
obnact  3ammThl  MHEQGOpManMu, obecriedeHHMsS — HH(POPMAIMOHHON
Ge30macHOCTH, YIpaBICHHA pUcKaMu HH(OpMAnHOHHOH 6€30acHOCTH B
opramamuax KOC

Pykopomsimue W METONMYECKME  JOKYMEHTHl  YIOJHOMOHYEHHBIX
(he/IepaBHEIX OPraHOB HCIOTHUTEIBHOM BJIaCTH, HOPMAaTHBHbIE aKThl baHka
Poccuu B 06jacTy 3amuThl HHGOpManuy, obecnedeHns] HHPOPMALIMOHHON
6e30macHOCTH, YIPaBIeHAs PACKaMH HH(OPMAIMOHHOH Ge30macHOCTH B
opramanuax KOC

[IpUHIMOEL  YOpaBleHHs pPHCKaMH WHQOpPMAaNMOHHOH 6e30macHOCTH,
obecnedenns HHPOPMAIHOHHOM Ge3onmacHocTH B opranuzaumusx KOC

Crend¥Ka IIaTEXHBIX mpoiieccoB B opranuzanusx KOC

TIpHHIMIE! OCTPOSHHS APXHTEKTYPh HHPOPMALHOHHOM 6e30macHOCTH

OCHOBHBIE MCTOUYHHKH PHCKOB MH(OPMALOHHOH 0€301IaCHOCTH B PaMKaxX |
GU3HEC-TIPOLIECCOB M TEXHOJIOTHYECKUX MporeccoB opranusamii KQC

Knaccuduxanus coGbiTaii  PUCKOB  HH(OPMAIMOHHOH —0e30MacHOCTH
opranmzanuit KOC

OCHOBBI OpraHM3aliy 1 BeJIcHHs 6a3 TaHHbIX

Hpyrue

XapakKTCPUCTHKH

3.3.4. TpynoBas dpyHkuus

HanmMenoBanune

Paspa6oTka MEpONPHUATHH, HaNPaBJICHHBIX Ha
yMeHbLIEHHE HETATHBHOTO BJIMSHMS PHCKOB

uH(OPMALMOHHOH 6€30I1aCHOCTH B N S—
opranmaiusax KOC

VYposens
Kon | C/04.7 (TO/LypOBEHB) 7




TIpoucxoxaeHHe TpyA0BOR
(YHKIMH
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3auMCTBOBAHO U3
Opuwrunan X
OpHrHHajNa
Kon PeructpaitioHHBIH
OpHTHHajNa HOMEp
npo¢ecCHOHATILHOIO
cTaHgapra

TpynoBsle neiicTBUs

Onpegenenne CIOCOOOB pearkpoBaHHs HA PUCKH HHGOPMAIHOHHOR
6e3onacroctr B opradmamuix KOC

Opranu3sauys ¥ BBIIOTHEHHE paboT 1o pa3paboTke [UIaHA pearupoBaHus Ha
pHcky HHGOpPMALMOHHO# Ge30macHOCTH B opranusauusix KOC

OripesieieHre KOHTPOIBHBIX H CHTHATFHBIX 3HAYEHHMH NOKa3aTelnel B paMKax
IaHa pearMpoBaHds Ha pUCKH HMHGOPMAIMOHHOH  0e30IacHOCTH
opranusauuii KOC B COOTBETCTBHM C JONYCTHMBIM YPOBHEM PHCKOB
nHopManHonHOii GesomacHocTH opranmsamuii KOC  (puck-anneTHToM
¢uHaHCOBOM OpraHM3allluK)

OnpeneneHde  TEXHONOTMYECKHX ~ Mep  3allMThl  MHQOpMaluH,
06pabaTrBaeMOli B paMKax TEXHOJIOTMYECKUX ONepallii IPH BBIIOIHCHAH
GU3HEC-TIPOIIECCOB M TEXHONOTHYECKHX IIPOIIeccoB B opranusauusix KOC

Omnpeie/ieHHe OPraHu3alMOHHBIX H TEXHHYECKUX Mep 3alUThl HHPOpMAaLiH
u obecreueHns. ONEPANMOHHON HAmeXHOCTH (KHOepyCTOHYMBOCTH) B
opraam3amusx KOC

PaspaGoTka MepONpHSTHI, HANpaBJCHHBIX HA OrPaHWYCHHE CTETICHH
TSHKECTH [IOCTEACTBHI B pe3y/IbTaTe MHIMACHTOB, CBA3AHHBIX C PealH3anui
MH(OPMALMOHHBIX YTpo3 B opranusanusx KOC

HeobOxonumeie ymMeHus

AHanu3HpoBaTh M TNPUMEHATH METOAOJNOrHYecKyio 6asy, TpeOoBaHHUS
sakoHomartenscTBa Poccuiickoii dejepanuy, HOPMAaTUBHBIX akToB bamka
Poccun, MEXIYHApOAHBIX M HAUMOHAIBHBIX CTAaHIAapTOB B 00JacTH
yOpaBleHHs pUCKaMH HHQOPMAIMOHHOH 6€30MacHOCTH, O00CCIEUeHHUs
3aIMTH HHOOPMAIIMH H OTIEPANMOHHON HAJEKHOCTH (KAOEPYCTONIHBOCTH)
B opranmzansix KOC

PaspaGaTeiBaTh NpPEMIOKCHHSA [0  OpraHM3alMd  HeoOXOMMMOro M
JIOCTATOYHOTO PECYPCHOTO (KafpoBOro M (PMHAHCOBOTO) OOeCHeHYCHH
IIPOIIECCOB CHCTEMBI YIIPABICHHS PHCKaMH HH(GOPMaIMOHHOH Ge30aCHOCTH
B oprauuzauuix KOC

OcyIIeCTBISTS BHIOOP OPraHM3AalMOHHBIX M TEXHWYECKHX MEP 3alllUTEl
uHdopManuu )74 obecmeveHus OlepaliOHHOM HaJIe)KHOCTH
(xubepycroitunBocTH) B opranusausax KOC

OCYLIECTBIATs BHIOOP TEXHONOTMYECKMX Mep amMThl HMHGOpMAlWH,
06pabaThiBaeMOil B paMKax TEXHOJIOTHYECKHX ONEepalliil IIPH BBIIONHCHIH
6U3HEC-IPOLIECCOB H TEXHOJOTMYECKHX MPOLECCOB B opranusanusix KOC

OcCylLIECTBIATh IUIAHUPOBAHHE JEATENLHOCTA OpraHM3arui K®C 1o
pearupoBaHHMIO HA PUCKH HH(GOPMAIMOHHOH 6€30M1acHOCTH

[InanupoBaTh  NpOLECCH  HOATBEP)KACHHA — peanuzauud  (QyHKIHH
6e30MacCHOCTH M KOHTpons  (HauuyWss)  ysA3BEMOCTed  OOBEKTOB
uH(OPMATH3AIMH IPUKIIATHON0 ypoBHs B opranusausix KOC

HeobxoauMble 3HaHUS

3akonoxarenscTBo Poccuiickoit @enepannu, HOpMaTHBHBIE IPABOBBIC AKTHI,
HaIMOHAJBHBIE, MEXIOCYJapCTBEHHBIE M MEXIyHapoAHBIC CTaHIApPThl B
obmacTH  samuTel uHpOpMauum, ofecredeHus — HHPOPMALHOHHOK
6€30MaCHOCTH, YIpaBlIeHHs PHCKamu HHGOPMAIMOHHON 6e30IacHOCTH B
opranusamusx KOC

PYKOBOJI}IIIII/IC u METOAUYICCKUC JOKYMCHTBI YOOJTHOMOYCHHBIX
q)ez[epaJmeIx OpraHoB HUCIOJIHHATCILHOU BIACTH, HOPMATHBHBIC aKThI banka
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Poccun B obnactu 3amutel uH(popManuu, obecrieueHns HHGOPMAUOHHOM
6e30MacHOCTH, YNpaBlIeHHs pHCKaMH HH(OpPMaLMOHHOH Oe3omacHOCTH B
opranuszamusix KOC

OcHOBHBIE MOOXOIBI K pEarHpOBaHMIO Ha PHCKM HH(YOPMANMOHHON
6e3onacHocTu B opranuzanuiax KOC

[IpyHIMOBI MOCTPOEHHS H  COBEPLICHCTBOBAHMS CHCTEM  3amIUTHI
uHpopMaluu " obecnieyeHUA ollepaliMOHHOM HAJIC)KHOCTH
(xubepycroitunBoct) B opranm3anusax KOC

IMoaxoabl K pealu3alMy TEXHOJOTMYECKHUX Mep 3aluThl HHGOpMAaLUH,
0o0pabaTeiBaeMOi B paMKaxX TE€XHOJOTHUECKUX ONEpalMii IpH BHIIOJIHCHUU
OM3HEC-TTPONIECCOB M TEXHOJIOTHIECKHUX MpolieccoB B opranuzanusx KOC

[Moaxoapl K BBISBIEHUI0 WHHUICHTOB, PEarHpOBAHUIO HA WHIMIEHTHI
uH(pOpMAIMOHHOM 6e30IacHOCTH U BOCCTAHOBIECHHIO (YHKIIHOHUPOBaHMS
OUM3HEC-TIPOLIECCOB M TEXHOJIOTHYECKHX MpoueccoB opranuzanuii KOC u
00BEKTOB HHpOpPMaTH3aINH

Crenu¢uka rarexHbIx npoueccoB B opranusanusix KOC

[TpHHIMIIBI TOCTPOEHUS APXUTEKTYPHI HHPOPMALMOHHOM 6€301aCHOCTH

Ba3oBEIf coCcTaB OpraHM3alMOHHBIX W TEXHUYECKUX Mep 3allUTHI
uHpopManun " obecrieueHus OIlEePaIMOHHOM HaJAEKHOCTH
(xubepycroitunBoctH) B opranuzanusix KOC

Kitaccudukalus MHIMIEHTOB 3amuThl nH(GopMauu opraausammii KOC

TIpHHIKIB ¥ TOPAAOK MOATBEPIKICHHUS pealn3aluy GyHKIHH 6e30I1acHOCTH
U OTCYTCTBHS YS3BHMOCTEH B HCIOJIB3yeMBIX 00BbekTax HH(popMaTH3aluu
TIPUKIIAJHOTO YPOBHS

HpI/IHIII/IHI)I nenenosaranud, BHABI W MCTOJbI  OpPraHM3allHOHHOIO
IJIAHAPOBAHUSA

Hpyrue

XapaKTCPUCTUKH

3.3.5. TpyaoBas dpyHKuus

HaumeHoBaHue

MOHUTOPUHT PUCKOB HHGOPMAIMOHHOM

0€e30acHOCTH ¥ KOHTPOJIb II0Ka3aTeleH YpOBHA
PHCKOB HHOPMALMOHHOM 6€3011aCHOCTH B KBaTHGHKALIH
opranmzamusx KOC

VpoBeHb
Kog | C/05.7 | (momyposesn) | 7

ITpoucxoxxaeHne Tpya0BOMH
dyHKIIH

3auMCTBOBAHO U3
Opurpaan X
OpHIHHAIA
Kon PeructpaunoHHbI i
OpMIrvHana HOMEp
npodeCcCHOHAILHOTO
cTaHapTa

TpynoBsle neiicTBus

Onpeiesienrie Habopa KITIOYEBBIX MHIUKATOPOB PHCKOB HMH(OPMAIMOHHOH
6e3zomacnocty B opranmsanusax KOC u TpeboBanuil K HUM

JIOKyMEHTHpOBaHUE KIIOYEBBIX HHAWKATOPOB PHCKOB HH(OPMAIMOHHOH
6e3omacHocTH B opranmsanusax KOC

Opranusaiuss W OCYLISCTBICHHE JEATENLHOCTH [0 pacyeTy 3Ha4CHHH
KIIIOYEBBIX HMHIMKATOPOB DPHCKOB wuH(popMannoHHOH 6€30IMacHOCTH |
KOHTPOJILHEIX TI0Ka3aTeNell yPOBHS PUCKOB HHPOPMALMOHHON 6€30IacHOCTH
B opranm3anusax KOC
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ITpoBeaeHHe OLICHKH MOTEHINANA IPEBBIIICHNS CHTHAIBHBIX X KOHTPOJIEHBIX
3HAYeHHUI TMOKa3aTeell YPOBHsA PHCKOB HH(POpMAHOHHOKH 6€30acHOCTH B
opraumamusix KOC

OnpeieNeHKe NOPS/IKA PeariPOBaHKSA Ha [IPEBBILIEHHE IOPOrOBLIX 3HAYCHUH
KJIIOYEBBIX HMHIUKATOPOB PHCKOB HH(OPMAIHOHHOH O€30IacHOCTH B
opragmamusax KOC

OpraBmsands ¥ KOHTPOJb BBHIIOIHEHHA MEPONPHATHH IO IEPEOLCHKE
pHcKOB HH(pOpMaIMOHHOl GesomacHocTH B opranusaumsix KOC

dopMupoBaHHEe BHYTpPCHHeH OTYETHOCTH O (aKTUYECKHX 3HAYCHMAX
mokasatesell ypoBHS pHMCKOB HMH(POPMAlMOHHOM Oe30macHOCTH B
opraauzaumx KOC

Heo6xoaumMble yMEHHS

AHaTH3MpOBaTh M INPUMEHATH METONOJNOTMYecKyro 6asy, TpeOoBaHMs
3aKOHOHaTeNnscTBa Poccuiickoit ®exepanyu, HOPMaTHBHBIX akToB baHka
Poccui, MEKIYHApOIHBIX W HAUMOHAIBHBIX CTAHJApTOB B 00JacTd
yIpaBlieHHsi puckamMd WHGOPMALMOHHOH 6€30NMacHOCTH, 00eCHeUeHHs
3aIATH HHGOPMAIMH U OTEPAIlMOHHON HAIEKHOCTH (KUGEpyCTOHIMBOCTH)
B opranm3amsix KOC

PaspaGateiBaTh [POCKTHI BHYTPEHHHX JIOKYMEHTOB (JIOKlbHBIE aKTBI,
OpraHM3alUOHHO-PACIOPAUTCIBHBIE ~ JOKYMEHTBI M METONMYECKHE
matepuansl) opranmsaumn K®C, onpegensiomux Habop KIIOYEBBIX
HHIMKATOPOB PUCKOB U TpEOOBaHMS K HUM

[TpHMEHATH METOIOJIOFHIO OLEHKH TOTEHIMAIA IPEBBIIECHA CHTHAIBHbIX 1
KOHTPOJIGHBIX 3HAYEHHH IIOKa3aTelci YPOBHA PHMCKOB MH(pOpPMalHOHHOH
6e3onacHocTH B opranmsanuix KOC

ITpou3BOAUTE U3MEpEHUs KJTFOYEBBIX HHHKATOPOB PUCKOB
MH(pOpPMaIHOHHO# Ge3onacHocTH B opranmsanmix KOC

OGOCHOBBIBaTh MOPOrOBblE 3HAYEHHs KIIOYEBBIX HH/IHKATOPOB DPHCKOB
nH(OpMAalEOHHO# Ge3onacHocTH B opranusanusx KOC

Opraun3oBbiBaTh cOOp HHGOPMALMH A PacieTa KIOUECBBIX HHIUKATOPOB
PHCKOB M KOHTPOJBHBIX NOKa3aTeneif ypOBHS PHUCKOB MH(OPMAlMOHHOH
6e3onacHocTH B opranusamusax KOC

Heo0OxonuMble 3HaHUS

3akoHoaarenscTBo Poccuiickoit depepanny, HOpMaTHBHbIC IPABOBHIC AKTHI,
HALMOHAJILHBIE, MEXIOCYyJapCTBEHHbIE M MEXAyHApOAHBIE CTaHAApTHl B
obnacTd  3amuThl mHpoOpManuu, obecriedeHHs — HHPOPMAIHOHHOH
6e30MaCHOCTH, YIpaBIeHHs PHCKaMH HH(OpMalHMOHHOH Oe30macHOCTH B
opranuzamusax KOC

PykoBojsiue W METOJAMYECKHE  JOKYMEHTHl  YIOJHOMOYCHHBIX
denepaTbHBIX OPTaHOB HCTIONHUTENBHOM BIAaCTH, HOPMATHBHBIE aKTBI banka
Poccuu B 06jacTd 3auThl HHGOpMaImu, 06ecedeHHs HHPOPMAHOHHON
6e30MacHOCTH, YIpaBieHus pUCKaMH HHGOPMAIHOHHOH 0e301acHOCTH B
opraamaiax KOC

[IpUHIMIEl  yTpaBNeHHs pHCKaMH WH(OPMAMOHHOHK 0Ge30MacHOCTH,
obecreueHus nHpOpMaIoHHO# 6e3omacHocTd B opranuzamusax KOC

CnocoObl pacdeTa KIIOYEBBIX HHIMKATOPOB DPHCKOB UH(pOPMAIMOHHON
GesonmacHoctH B opranm3ammax KOC, B ToM dmcie € HMCNOIb30BAaHHEM
cpeacTB HH(pOpMaTH3AIMU

TIpUHIHIIB TOCTPOEHHS aPXUTEKTY Pl MH(OPMAUMOHHO# 6€30IacCHOCTH

Creupduka mIaTexXHbIX MpoileccoB B opranuzauuix KOC

[loaxombl K ONpENENEHUIO COCTaBa KOHTPOIBHBIX MOKasaTeNned ypOBHS
PHCKOB MHGOPMAIIMOHHO# 6€30[1aCHOCTH B OpTaHA3aIMIX K®C

[Moaxo/pl K OpraHU3alii COCTABICHUS OTYCTHOCTH B PaMKaX YNpPaBICHHUA
puckaMi MHGOPMAIMOHHOH 6e30acHOCTH
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Apyrue
XapaKTEPUCTHKH

3.3.6. TpyaoBas pyHKunsd

HaumeHOBaHHE

ITpoucxoxkaeHHe TPy AOBO#H
(dyHKuun

O6ecneuenne uudopManmoHHON 6€30MaCHOCTH .
. POBEHb
3HAYHUMBIX 06‘56K€0B KPUTHYECKOH Kox | C/06.7 | (nomyposems) | 7
uH(popMaIMOHHOH HHPPACTPYKTYpPHI B R Si—
opranuzauusx KOC
Opurusian X 3auMCTBOBAHO U3
OpUrHHaIa
Kon PeructpaunoHHBIN
OpHrHHANA HOMEp
npoheCcCHOHATLHOTO
CcTaHgapTa

Tpynosele neiicTBuA

Pa3paboTka, cOrJacoBaHHC M IPUMEHEHHE BHYTPCHHUX JOKYMCHTOB
opranuzamuu KOC, onpeesionuX METOAOIOTHIO O00ECHeYeH s 3allUThI
HEGOpPMAllM  3HAYMMBIX OOBEKTOB KPUTHYECKOH WH(OPMALHOHHOH
uHppacTpyKTyphl B opranuzanuiax KOC

Opranmsamust paGoT MO KaTerOpPHPOBAHHIO OOBEKTOB KPHTHYSCKOH
uadopMauuonHoi HHPpacTpykTyphl Poccuiickoit Gexepatiuy Ha sTaNax:

- ompesieNicHHE ¥ BBISBIEHAC IIPOLIECCOB B PAMKaX BBINOJHEHMS (yHKIMMA
(OMTHOMOYMH) MM OCYIIECTBICHHS BHIOB JEATENBHOCTH CyOBEKTOB
KpUTHYECKON HH(OPMALMOHHON HHQPACTPYKTYphl, HapylleHWe W (WIH)
TIpeKpallleHHe KOTOPHIX MOXET NPHBECTH K HEraTHBHBIM COILMAILHBIM,
HOJMTHYECKUM,  JKOHOMMYECKHM,  SKOJOTHMYECKMM  IIOCIIC/ICTBHSAM,
MOCJIEACTBMAM JUIA  obecledeHuss OOOPOHBI CTpaHbl, 0€30MacHOCTH
rocyaapcTBa H IpaBoOIOPS/IKa;

- olIpefieNeHne 06HEKTOB KpUTHIECKOH HH(OPMAIMOHHON HH(PaCTPYKTYPEHL,
KOTOpble 00pabaTeBatoT MH(pOpPMAIHUIO, HEOOXOAUMYIO Ui OOecreUeHH:
KPUTAYECKHX TIPOLECCOB, U (MJIM) OCYIIECTBIAIOT YIPABICHHE, KOHTPOIb
HJIA MOHHTOPHHT KPUTHYECKHX IIPOLIECCOB;

- ¢dopMupoBaHHEe TepeyHs OOBEKTOB KPHTHYECKOH HHGOPMALHOHHON
HHPPACTPYKTYPHI, HOUIEKAUUX KATETOPHPOBAHUIO;

- OlIEHKA B COOTBETCTBHH C IIEPEYHEM IOKa3aTelleH KPUTEPUEB 3HAYUMOCTH
macmtaba BO3MOXHBEIX — IOCICACTBUA B Clydae  BO3HMKHOBEHU:A
KOMITBIOTEPHBIX MHIMIECHTOB Ha 00BEKTaX KPHTHUECKOH HH(OPMALHOHHOM
uHGpacTPyKTypHI;

- NPHCBOEHHE OOBEKTY KPUTHYECKOH MH(OPMAIMOHHOH HHPAacTPyKTypHl
OIIHOM W3 KaTeropHii 3HAYMMOCTH JU0O0 MPHHATHE PEIIEHHs 00 OTCYTCTBHH
HE0OXOAUMOCTH IPUCBOCHUS €My OJJHOM M3 KaTEropuii 3HaUNMOCTH

CoOBEpHICHCTBOBAHHE METOAOJIOTHH O0ECIeYeH s 3alMThl MHPOpMALHH
3HAYMMBIX OOBEKTOB KPHTHYECKOM MH(GOPMALMOHHOH MHQPPACTPYKTYpHI B
opraamamusix KOC

AHaJU3 Pe3y/IpTaToB (BaIMAaLKs) IPAMEHEHHA METOAONOTMH 00eCIIeUCHH
3aIUTH HHPOPMAIUH 3HAYMMBIX OGBEKTOB KPHTHIECKO! HHPOPMALIHOHHOK
MH(PACTPYKTYPhI H 3alIUTHI IEPCOHANBHBIX JaHHBIX B OPraHH3aIMsIX K®C

PaspaGoTka nporpaMM KOHCYJIbTHPOBAHHS U MOBBILICHUS OCBEIOMICHHOCTH
pabotHukoB opranmsanuu K@C 0o BompocaM 3allMThI HHpOpMaLU
3HAYMMEBIX OOBEKTOB KPMTUYECKOH HHGOPMAHOHHOH HMH(PACTPYKTYPhI H
3aIUTHI IEPCOHANBHBIX JAHHBIX B opranusanusx KOC
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MeToA0IOrHYecKoe COMPOBOXKICHHE pealu3aldd [IPOrpaMM KOHTPOJIA H
ayJIuTa 3amUTel  MHGOpPMAIMH 3HAYMMBIX OOBEKTOB ~ KPUTUYECKOH
nHpOpPMaIMOHHOM UHPPACTPYKTYpHI B opranusanuiax KOC

Onpenesenue popMaTOB NPEACTABICHHS OTYETHOCTH B PaMKax 00ecTieyeHus
3aIMUTHl HEGOPMAIIMH 3HAYUMBIX 00BEKTOB KPHTHIECKOH HHPOPMAIMOHHON
uHpacTpykTypsl B opranuzauuax KOC

HeobxoauMpie yMEHUs

AHanu3upoBaTh HOPMATHUBHBIE IIPaBOBLIC aKThl, HAalMOHAIBHBIE U
MEXXIyHApOAHbIE JOKYMEHTEI, perjiaMeHTHPYIOIIHE pa3paboTKy
METOOJIOrHM obecniedeHus 3amuThl nHpopMalmu B opranusanusx KOC

AHANM3NpOBaTh M NPHMEHSATh METONONOTHYecKylo 6asy, TpeboBaHus
3akoHoAaTenbctBa Poccuiickoit ®@enepanuu ¥ (emepaabHBIX OpPraHoB
WCIIONMHUTENbHON Biactd Poccuiickoit ®epepanuy, YHOIHOMOYEHHBIX B
obnacti oOecriedeHHs 0€30IaCHOCTH KPHUTHYECKOH HMHGOpMAIMOHHOW
nadpactpykTypbl Poccuiickoii Penepalny, 3aMIMTH TEPCOHATBHBIX JAHHBIX

AHamM3HpoBaTh M IIPHMEHATH METONONIOTHYeCKylo 6asy, TpeboBaHMS
3aKoHOJaTeNscTBa Poccuiickoit (enepalun, HOPMAaTHBHBIX akTOB baHka
Pocchy, MEXIYHAPONHBIX H HAIMOHANGHBIX CTaHIAPTOB B 00MacTH
yIpaBleHusl pucKaMu MHQOpPMaIMOHHOH Ge3omacHOCTH M 0OecHeYeHHs
3amuThl HHGOpMaIUH

AHamu3upoBaTh M OGOCHOBBIBATH METOJIONOTHIO OOECIEYCHHS 3aIUTHI
nndpopmaniy B opranmanusax K@C

PaspabaTeiBaTh MPOEKTHl BHYTPEHHHX JOKYMEHTOB (JIOK&IBHBIE AaKTEI,
OpraHU3alMOHHO-PACIOPSANUTENBHBIE  JOKYMEHTBI H  METOJUYECKHE
matepuans) opraEmsanmn  K@C, onpezpensiomue  METOLOIOTHIO
oGecnedeHus 3amuTsl HEGopManuu B opranm3amsix KOC

PaspaGarbiBaTh ~ IPOTpaMMbl  KOHCYJIBTHPOBAHHMS M TOBBIIICHHA
OCBeIOMIEHHOCTH paboTHHKOB opranuzauud K@C mo BompocaM 3aIlUThI
MHQOpMAIME 3HAYAMBIX OOBEKTOB KPUTHYECKOH HMH(pOpMaIOHHOH
MH(PACTPYKTYPHI ¥ 3aIUUTHI IEPCOHAIBHBIX JAHHBIX B OpraHU3allusX K®C

[MoaroraBnauBaTh MHGOPMALMOHHO-AHAIMTHYECKHE MAaTEPHAIBI II0 BOIIPOCaM
obecrnedeHus 3amuThl nadopManun B opranusamusix KOC

Heo6xoauMele 3HaHHA

3akoHOmaTeasCTBO Poccuiickoit denepanyy, HOpMaTHBHBIC TPABOBEIC AKTHI,
HalMOHATIbHBIE, MEXIOCYJapCTBEHHBIE M MEXIyHapOAHBIE CTaHIApThl B
obnacTd 3amMTel  HMHGOpPMALMH, 3AlIUTHI IEPCOHANBHBIX JaHHBIX,
yIpapleHHs puckamMH HMH(OPMAIMOHHOM 6€30MacHOCTH, ObecnedeH s
undopManmonHo#l GesomacHoctn B opraEmsamusx KOC, obecneueHus
Ge30macHOCTH ~ KpUTHYecKOH  uHGopMamuoHHOH  MHGPacTpyKTypsI
Poccumiickoii ~ @Qefepanyy; IpaBWia  KarerOpPUPOBaHHMS  OOBEKTOB
KPATHIECKOH MHPOPMAIHOHHOM HHPpacTpyKTyphl PoccritcKoi Derepauvu

PykoBoismme W METOAHMYECKHE  JOKYMEHTHl  YIOJHOMOYCHHBIX
eepanbHBIX OPraHOB MCIOIHUTEIBHOM BIACTH, HOPMATHBHbIC AKTEI banka
Poccuu B 0071acTH 3amMTEL HHGOPMAIMHY, 3alIUTh] IIEPCOHANBHBIX JaHHBIX,
obecrieuenns MH(POPMAIMOHHOH O€30IMaCHOCTH, YHPABICHHS PHCKaMH
nHpOopMaOHHONH 6€30IaCHOCTH B OpraHM3alMAX K®C, obecneueHus
6e30MacHOCTH ~ KPHTHUEeCKOW  MHGOPMAlHOHHOH  MHGPaCTPYKTYpHI
Poccuiickoit ®enepauyu

[IpuRuKnbL pa3pabOTKH U COBEPIIEHCTBOBAHHS METOIOJIOTHH obecrieueHus
zamuTsl HHEGopManuu B opranmsaiusax KOC

HpI/IHI_II/IHBI IMOCTPOCHHUA CHCTEM obecrieycHHUA 3alIUTHI HH(bOpMaI_II/II/I 151
3aIUThl NEPCOHANBHBIX JAHHBIX B opraHu3anmusax K®C
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CoctaB ¥ cojep)KaHWE OPTaHW3AIMOHHBIX H TEXHHYECKHX MEp II0
obecnedueHHI0 O€30IaCHOCTH MEPCOHANBHBIX JAAHHBIX NIpH MX 00paboTke B
MHDOPMAIMOHHBIX CHCTEMaX NEPCOHAIBHBIX JaHHBIX B opranusamusx KOC

Meromonoruss pa3paldoTKd IporpaMM KOHCYJIBTHPOBAHHS M TOBBILICHHS

- OCBCOOMIJICHHOCTHU paGOTHI/IKOB oprann3alnvu K®C no BOIIpOCaM 3allUuThHI

uHGOpMAIME ¥ 3aUTEl  OOBEKTOB KPUTHYECKOH HH(POPMAIHMOHHON
MH(PacTPyKTYpHl B opranusanusx K@C

Crienuduka 1atexHbIX poieccoB B opranusanusx KOC

[IpMHIMOBI OpraHU3allii BHYTpeHHeH oTyeTHocTH opraHmsanud KOC B
pamkax obecrieyeHus 3amuThl HHGopMaruK B opranusamuax KOC

Hpyrue
XapaKTePHCTHKH

3.3.7. TpyaoBas ¢pyHKuusA

HauMeHoBaHHe

IMpoucxoxaeHue TpyAOBOi
byHKIHH

Oprauusalys 3amuTsl HHGOpManum, B TOM VpoBeHb
YHCIIe 3a0UTHl HEPCOHANIBHBIX JaHHBIX, B Kon | C/07.7 | (momypoeenb) | 7
opraamsanuix KOC ‘ KBaNA(UKALHH
Oprusan X 3aMMCTBOBaHO U3
opuruHana
Kon PerucrpaliHoHHBIN
OopuruHajia HOMED
nipodeccroranbpHOTO
cTaHgapTa

TpynoBsie aelicTBuA

PaspaGoTka Mojend yrpo3 Oe3omacHOCTH HMH(pOpMAaUWH, B TOM YHCIE
6e30MacHOCTH NEPCOHATBHBIX JaHHbIX, B opranusanusx KOC

PaspaboTka opraHH3alHOHHO-PACTIOPSATUTENBHEIX JOKYMEHTOB IIO 3aUIUTE
uHpopManuyu, B TOM 4YHCIE€ IO 3alUTe MEPCOHAIBHBIX JAHHBIX, B
opraamsamusix KOC

Opranu3auys BHIIOJIHEHHS OPraHM3allAOHHBIX M TCXHHYECKMX MEp IO
3amuTe HHPOPMAIMH, B TOM YHCJIE 0 3alMMTE MEPCOHANBHBIX JAHHBIX, B
opranm3anusix KOC

PaspaGoTka apXWTeKTypsl M  KOH(HUIypauud  CHCTEMBI

NEPCOHANBHBIX JaHHBIX B oprasmsanusx KOC

3alMU ThI

Pa3pa6oTka crcTeM MOHHTOPHHTA PAcCIIPOCTPAHEHUS IEPCOHANBHBIX TAHHBIX
B opranm3auix KOC

Pa3paboTka MeTOAMK OLEHKH OJ(QEeKTHBHOCTH Mep NO 00ECIEUCHHIO
6e30IaCHOCTH II€PCOHAIBHBIX IaHHBIX B MH(POPMAMOHHBIX CHCTEMax B
opranuzammsix KOC

OpraHu3auys KOHTPOJIs BHINOTHEHHS OPraHU3aUHOHHBIX H TEXHHIECKHX MEp
10 3anMTe HH(GOPMAILKK, B TOM YHCIIE IO 3AlIUTE EPCOHATBHBIX JaHHBIX, B
opraam3aiusax KOC

IIpoBenenne oGyueHHs NMEpCOHANA IO BHIMOIHCHHIO OPraHU3allMOHHBIX H
TEXHUYECKAX Mep Mo 3aimTe HHGOpMaluM, B TOM YHCIC IO 3alllUTe
TepCOHAIBHBIX JAHHBIX B opranusanusx KOC

HeobxoauMpie yMEHHS

Pa3pabarpiBate Mogend yrpo3 Oe3omacHOCTH MHGOpMAIUH, B TOM 4YHCIIE
Ge30MacHOCTH NEPCOHANTLHBIX JaHHbIX, B opranmsanusx KOC

PazpaGaTeiBate  OpPraHM3alHOHHO-PACHIOPAJUTENLHBIE  HOKYMEHTHI 110
3amquTe MHQOpMAIMH, B TOM YHCIIE 10 3alIUTE NEPCOHAIbHBIX JaHHBIX, B
opranuzamusx KOC
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[InasupoBaTh W OPraHW30BBIBATH BLINOJHEHHE OPraHU3allMOHHBIX |
TEXHHYECKHX Mep IO 3amuTe HHpopManud, B TOM YHCIE IO 3alllUTe
IIePCOHAIBHBIX JAaHHBIX, B opranusauuax KQC

ITnanupoBaTh ¥ OPraHU30BHIBATE KOHTPOJb BEIIONHEHHA OpraHU3al[HOHHBIX
TEXHMYECKMX Mep IO 3amuTe HH(popMaluu, B TOM YHMCIE IO 3allUTe
NepCOHANBHBIX JaHHBIX, B opranusanusax K@C

Peaym30BBIBaTH IpaBUia pasTpaHHYCHHs JOCTYNA TEpcoHana K OOBbEKTaMm
nocryna B opranusanusax KOC

[IpoBoauTs OOydYeHHE NEepCOHaa IO BHINOIHEHHIO OPraHM3allHOHHBIX H
TEXHHMUYECKMX Mep I0 3amuTe HHpoOpManuu, B TOM YHCIE MO 3allHTe
NePCOHATBHBIX JaHHBIX, B opranusanusax K@C

PaszpaGaTbiBaTh apXHUTEKTYpy M KOHMHMIYpaluiO CHCTEMBl 3allUTHI
IepCOHANBHBIX JAaHHBIX B opranmsanuax KOC

Pa3pabarbiBaTh CHCTEMBl MOHHMTODHHIA PacIPOCTPAHCHHUs IEPCOHAIBHBIX
nauHpix B opranm3anusx KOC

Pa3pabaTeIBaTh METOAMKH OLCHKH 3()(EKTHBHOCTH MEp IO 0OECHEUCHUIO
6€30acCHOCTH IEPCOHANBHBIX JAaHHBIX B HMH(OPMALMOHHBEIX CHCTEMax B
opraamzanmsix KO@C

PazpabaTbiBaTh W PEATH30BBIBATH METOIBI 00€3IMYNBAHNUS NEPCOHATBHBIX
JaHHBIX B MHQOPMAIMOHHBIX cHCTEMax B opraHusaumsax KOC

HeoOGxoauMble 3HaHUS

3akoHoAatenbcTBO Poccuiickoit @enepanuu, HOpMaTHBHBIC IPABOBHIE AKTHI,
HAlMOHAIbHBIE, MEKTOCYJapCTBEHHBIE U MEXIYHApOIHbIC CTaHNApTHl B
06J1acTH 3aIUTE HHGOPMAIMU M 3aIIUTHI IEPCOHANBHBIX TaHHBIX

P}’KOBOILS{IJ.II/IC 41 METOOHUYUCCKUC JOKYMCHTBIL YHOJIHOMOYCHHBIX
d)ez[epa.nLHHx OpraHoB HCIOJIHATE/ILHOM BIACTH, HOPMATHUBHBIC aKThl Bbanka
Poccun B 001acTy 3alyThI PIH(bOpMaI_II/II/I M 3alIUThI NCPCOHAIILHBIX JaHHBIX

CoBpeMeHHble MHOOPMALHOHHEIE TEXHONOTMH (ONEPAI{MOHHBIC CHCTEMBI,
0a3bl JAaHHBIX, BLIMUCIHTEIILHEIE CETH)

Vrpossl GesomacHocTH HHGOpMAlMH, B TOM 4HCIe 0€30MaCHOCTH
IEPCOHATBHBIX JaHHBIX, B aBTOMaTH3UPOBAHHbIX CHCTEMAaX B OPraHH3allAsiX
KoC

Merogsl M CpeAcTBAa 3allluThl MH(GOPMALHH B AaBTOMaTH3WPOBAHHBIX
cucremax B opragmsanusax KOC

[lopsoK OpraHW3aliy 3alllThl H OCHOBHbIE TpeOOBAaHHA K 3alHTe
uHpopMalMK, B TOM YHCIE€ K 3allATe IMEPCOHANbHBIX [aHHBIX, B
opraamsanusix KOC

CocraB u COCpKaHUC OpraHH3alHOHHO-PaCHOPAINTCIIBHBIX JOKYMCHTOB IIO
3alIuTe an)opMaumI, B TOM 4YHCJIE IO 3alUTC IIEPCOHANBHBIX AAHHBIX, B
aBTOMATH3HPOBAHHBIX CUCTEMAX B OPI aHu3aluAX K®C

OcHOBBI  obecriedeHHs  0€30macHOCTH  00BekTOB  MH(MOpMATH3AlHH
IPUKJIAJHOrO YpoBHs B opranusamusax KOC

TTopsAaoK OpraHM3alul TEXHHYECKOTo OOCIY)XMBAHUA CHCTEM H CPEJCTB
samuThl MHGOopMaruu B opranusamsax KOC

OCHOBBI METOAMKH OOYydYeHHs, [OBBIIECHHA OCBENOMIICHHOCTH U
KOHCY/BTHpOBaHUA paGoTHUKOB opranmsauuu K@C mo BompocaM 3allATEL
MH(OpMAIMK, B TOM YHCJIE 3AIIATHI IEPCOHAIBHBIX JAHHBIX

CoctaB H coOAepKaHMe OPraHH3allHOHHBIX M TEXHHYCCKHX MEp 10
obecricueHuI0 0€30MacCHOCTH MEPCOHANBHBIX JAHHBIX MPU HX o6paboTke B
MH(OPMAIMOHHBIX CUCTEMAX MEPCOHANBHBIX JAHHBIX B OPTaHU3AIMAX KoC

[TpuBIHANLL B YCIOBHS 00paGoTKH MEPCOHAIBHBIX JAaHHBIX B OPraHH3alMAX
K®C
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MeToasl M CpeACTBa KOHTPOIA BBHINOJHCHHS OpPraHU3allHOHHBIX M
TEXHHYECKHX MeEp IO 3aumTe HHpOpMaluH, B TOM YHCIE MO 3allUTe
NIEPCOHAIBHBIX JAHHBIX, B OPraHU3alMiIX K®C

Tpyrue
XapaKTepHCTHKH

3.3.8. TpyaoBas ¢pyHKIHS

O6ecrieyeHne OIepPaMoOHHON HAEKHOCTH YposeHb
HanmeHosaHue (kubepycroitunBocTtr) B opranmamuax KOC Kon | C/08.7 | (nomyposens) | 7
KBaTUrKanum

[MponcxoxkaAeHUE TPy AOBOM
$yHKIHH

3auMCTBOBAaHO U3
OpuruHan X

OpUrHHasa
Kon PeructpaunonHeiil
OpHIrUHaja HOMED
npogeccHOHAILHOTO
cTaHiapTa

TpynoBsie neicTBUSA

Peaiu3aiys OpraHA3allMOHHbBIX M TEXHHYECKHX Mep 3alllMThl HH(OpMALHH U
ONepanHoOHHOM HAIEKHOCTH (KHOEPYCTONYMBOCTH) B OPraHA3aIMIX K®C

CoBEpINEHCTBOBAaHWE OPTraHM3AIMOHHBIX W TEXHHYECKMX MEp 3allUTBI
MHGOPMAlMH ¥ ONEPAlMOHHON HafeXHOCTH (KubepycToHYHBOCTH) B
oprammanuax KOC

Obecreyenre HEOOXOOUMOTO YPOBHS 3peliocTH (NONHOTHI M KavecCTBa)
OPraHM3aIMOHHBIX M TEXHWYECKMX MEp 3alMThl WH(pOpMamuM H
OlIepaIHOHHOM HaneXHoCTH (kuGepycroifunBocTh) B opranusamusx KOC

OnpezeNeHie OPraHH3alMOHHBIX H TEXHHYECKUX Mep 3allUThl HH(OpMAIuH
H OOecIeYeHus ONEpAIMOHHON HAIeXHOCTH (KMOEpyCTOWYHBOCTH) B
opraamanusx KOC :

HeoO6xoauMble yMEHHUS

AHATH3HPOBAaTh M TPHMEHSTh METONOJNOTMYecKylo 0asy, TpeOoBaHMs
3aKoHOJaTeNbcTBa Poccmiickoit (eiepaunu, HOPMaTHBHEIX akToB baHKa
Poccun, MEXIYHAPOAHBIX M HAUMOHANBHBIX CTaHAApTOB B 0071acTH
ofecriedeHus  ONEPALMOHHON  HajexHOCTH (KHOEepyCTOHYMBOCTH) B
opraumzamusax KOC

Pa3pabaTeiBaTh INpPEQIOKEHHA IO COBEPIICHCTBOBAHMIO METOMOJIOTHU
obeclieyeHnss ONECPALMOHHON HANEXHOCTH  (KHOepycTOHYMBOCTH) B
opraamauix KOC

IIpEMEHAT OpraHH3allAOHHbIE M TEXHWYECKHE MEpBI obecrieueHHs
OTIEpAIHOHHOM HAAeXKHOCTH (KHOEpyCTOHYMBOCTH) B OPraHA3AIHMAX K®C

BHOCHTD HpeUIoKeHHs 06 M3MCHEHHH KOHTPOJIBHBIX NOKa3aTeledl ypoBHs
PHUCKOB HH(POPMAIMOHHON 6€30I1aCHOCTH B OPTaHU3alsIX KoC

OcCylIeCTBIATs BHIOOP OPTaHM3AUMOHHBIX W TEXHHMYECKMX MEp 3allUTHI
uHpopMaLuu U obecrniedcHUs OTepalMOHHOM HaJIe>)KHOCTH
(xubepycroitunBocTH) B opranuzamsix KOC

AHanu3upoBaTh TEXHHYECKYIO JIOKYMEHTALUIO Ha 00BeKTax
nHdopMaTH3anun B oprammamusax KOC

Heobxoaumble 3HAHUSA

3akoHoaaTenscTBO Poccuiickoil @enepalini, HOPMAaTUBHBIE IIPABOBBIC AKTHI,
HAIIMOHAIBHBIE, MEXTOCYJapCTBEHHBIE M MEKIyHapOJHBIC CTaHAAPTEl B
obnacTH 3ammThl MHpOpManuH, B OONAcTH pealn3alud W KOHTPOJA
TIpOIECCOB 00ECTICYEH s OTIEPAIMOHHOH HaIeXHOCTH (kubGepycTONUMBOCTH)
B oprauumzamax KOC
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PykoBomsiiiie M METOJMYECKHE  JOKYMEHTHI  YIIOJHOMOYCHHBIX
denepaibHEIX OPraHOB HCTIONHUTENBHOM BJIACTH, HOPMATHBHBIE aKTh! banka
Poccun B o6nacty 3aiuTel HHGOPMAIUH, B 00/1aCTH peann3allii B KOHTPOJIA
TIPOIIECCOB OGECTIEYEHUS ONIEPAIHOHHON HalIeXHOCTH (KHOEpyCTOHYUBOCTH)
B opranmsaguax KOC

[puHOHUIEL obecrnie4eHus OnepanuoHHON
(xubepycroitunBoctr) B opranuzanusax KOC

HaIeXXHOCTH

Ba30BBIi COCTAB OPraHU3aIMOHHBIX, TEXHOJIOTHYECKUX H TEXHUYECKHX MEP
obeclieueHnss OINEPalHOHHOW HajexHOCTH (KuOepycTOHYMBOCTH) B
opraam3amusix KOC

IMToaxonpl K cerMEHTAUN BEIYUC/IMTENBHBIX ceTel B Opranu3alniax KoC

Crienuduka MmiaTeXXHbIX nponeccoB B opranusanusx KOC

OcHOBEl  obecreyeHuss 0Oe3omacHOCTH  0OBeKTOB — HMH(OpMaTH3ALHMK

IPUKJIAZHOTO YpoBHS B opranmsanusx K@C

Iloaxoamsr x MMOATBEPXKACHHUIO pCaTu3alvu (bYHKI.II/Iﬁ 0€30macHOCTH U

KOHTpons  (Hamduus)  ys3BHMocTell  oOBekToB  MH(pOpMaTH3auuu
IPUKJIAIHOTO YPOBHA B opranmsarusax KOC
Hpyrue -
XapaKTEPHCTHKH
3.4. O600mennas TpyaoBas GyHKuus
Mertoponoradeckoe odecreueHre MpoLECCOB
. VpoBeHb
Hanmenosanve | MH(OPMAHOHHOM O€30IIaCHOCTH B OpraHu3anusax | Kox D KBATHHKAAR 7
KoC
IIpoucxoxaenue
N . 3auMCTBOBaHO U3
06001eHHOH TPy AOBOH Opurusan X
OpuruHana
(pyHKIUH
Kon PeructpaltioHHBIH
OpuruHaia HOMEDP
npo¢eCcCHOHAILHOIO
craHzgapTa
Bo3MmoxXHBIC [MaBHBIA CIIENUAIKCT 110 HHHOPMAIMOHHOH 6€30MacHOCTH
HaHMEHOBAaHMs Beaymmii cenuaanct o HHGopMannoHHoH 6e30nacHOCTH
JIOJDKHOCTEH, PykoBomuTeNb CTPyKTYyPHOIO IOJIpa3IeIeHUs
npodeccuii ‘

TpeboBanus k
00pa30BaHUIO U
00YUYECHHIO

Briciuee npoduibHoe 00pa30BaHHE — MarHCTPaTypa WK CICUHAITHTET B
o6nacTy HH(POpPMALOHHOH O6€30I1aCHOCTH

W

Bricmee o6pa3osanue (HenpodhHIbHOE) — MATMCTPATypa WM CIICNHATHTET H
JONONHATEIBHOE TPodeccHOHATBHOE 00pa3oBaHue (IIpodecCHoHaIbHAsS
IepenoAroToBKa) B 001acTi HHGOPMALHOHHOH 6€301acHOCTH B
opraauzanux KOC

TpeGoBaHus K ONIBITY
MPaKTA4YECKON
paboThI

He menee 1Byx JieT B o0iactu HHGOpMaIMOHHOH 6€3011aCHOCTH B
oprauuzanusx KOC

Oco0ble ycnoBus
Jorycka K paborte

Hpyrue

XapaKTEPUCTHKH
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HaumeHnoBanue Kox HaumeHnoBanue 6a30B0ii IPyNIIbl, JODKHOCTH (TIpO(ECcCHH) Ul
JOKYMEHTA CHEeLHMATBHOCTH
0OK3 2529 CnenuanucTel o 0a3aM JaHHBIX U CETSAM, HE BXOIIHE B
JIpyrye rpymnisl
EKC - [ aBHBIH CHEMMATIMCT [0 TEXHHYECKOH 3aImuTe HHPOpMaluu
OKIIATP 209011 I aBHBIH CHELMATKCT 110 3a1UTe HHPOPMAIMH
OKCO 1.01.04.02 = IlpuxiagHas MaTeMaTHKa M HHPOpMATHKa
1.02.04.01 A MaremaTuKa U KOMIIBIOTEpPHBIE HAYKH
1.02.04.02 = @dyngamenTanbHas HHGOPMATHKA M HHPOPMALIMOHHEIE
TEXHOJIOTHU
1.02.04.03 Martematuueckoe obecrnedcHHE U aIMHHUCTPHPOBAHNE
HH(POPMAIIMOHHBIX CHCTEM
2.09.04.01  WudopmaTnka ¥ BLIMUCIHTEIbHAS TEXHUKA
2.09.04.02 ' MudopManuoHHBIE CHCTEMEI H TEXHOJIOTHH
2.09.04.03 | Ilpukinagnas uHpopMaTUKA
2.09.04.04  IIporpaMMHas MHDKCHEPHS
2.10.04.01 HWndopmannoHHas 6€301aCHOCT
2.11.04.02 ' HpOKXOMMYHUKAIIMOHHBIE TEXHOJOTHH U CHCTEMBI CBA3H
5.38.04.01 | OxoHOMHKA
5.38.04.05 busHec-uHdopMaTHKa
5.40.04.01 HOpucnpyaeHuus
2.10.05.01 KommsioTepHas 6€30aCHOCTh
2.10.05.02 | MudopmannoHHas 6€30MaCHOCTh TENEKOMMYHHKAIIMOHHBIX
CHCTEM
2.10.05.03  WUudopmanuoHHas 6€300aCHOCTh aBBTOMATH3HPOBAHHEIX CHCTEM
2.10.05.04 MHbopMal¥OHHO-aHATUTHIECKHE CHCTEMBI 0€30IIaCHOCTH
2.10.05.05 | Be3onacHOCTh HHPOPMAIIMOHHBIX TEXHOIIOTH B
IPaBOOXPaHUTEIILHOH cepe
2.10.05.06 | Kpunrorpadus
2.10.05.07 TlporuBoAeHCTBHE TEXHHYCCKUM pa3BeJKaM
5.38.05.01 | Dxonomuyeckas 6€30IaCHOCTD
ITpaBoBoe obecneueHHe HAIMOHAIBHOH 0€30IacHOCTH

5.40.05.01

3.4.1. TpynoBas dynkuus

HaunMeHoBaHHE

TpoHcxoKAECHUE TPYIOBOWH
(byHKIUM

Pa3pa6oTka OMMTHKHA B 0611acT obecnedeHus
nHPOPMAIMOHHOH 6€30IaCHOCTH, IO BOIIPOCAM Voosems
yIpaBJIeHHs PHCKaMH HE(OPMAIMORHO Kox | D/01.7 (HOHI;(;ZBGHL) ;
6e30macHOCTH, 00eCIIeYeHUS ONIEPAlIHOHHON KBaTHHKALHH
HaJe)XHOCTH (KMOEpYCTOWYNBOCTH) U 3allATEL
nH(opmaiiuu B opranmanuax KOC
Opurusan X 3auMCTBOBAHO H3
OpHrHHaia
Kon PerucTpalldOHHBIH
OpUruHajiza HOMEDP
npo¢heCcCHOHAIBHOTO

crasjapTa
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TpyznoBsle AeHCTBUS

PaspaGoTka, COriacoBaHME M OpraHM3allisi YTBEPKICHHS IOJUTHKM B
obmacTH obecriedeHus HHGPOPMAIMOHHOH O€30MacHOCTH, IO BOMPOCaM
yIpaBleHns puckamu HHGOPMALHOHHOH 6€30MacHOCTH, OOeCIedeHUs
OIIepaOHHOM HAEXHOCTH (KHOEpYCTOMUMBOCTH) M 3aUIMTHL RHpOpPMALMH
B opranm3auuax KOC ,

CoBepIICHCTBOBAHHAE MONUTHKHA B 06J1acTi obecedeHns HHGOpMauOHHON
6e30MacHOCTH, [0 BOIPOCaM YIPABJICHHS PHCKaMH HH(OPMALMOHHON
6e30MmacHOCTH, obecniedeHus olepanHoOHHOMN HAJIEKHOCTH
(kuGepycTOHUMBOCTH) ¥ 3aMTHI HHOOpMaruy B opranusauusix KOC

PaspaGoTka IpeioxeHuii 110 pacpeIeIeHAIO pOJIei U OTBETCTBEHHOCTH 32
yipasieHne puckamu HHGOpMAIMOHHOH 6€30macHOCTH, obecIedeHue
3amuTHl MHGOPMAIMH H ONEPALMOHHOM HAJEeKHOCTH (KHOEpYCTOHIHBOCTH)
B BOBJICUEHHBIX MOJIpa3jieieHusX opranusaiui KOC

PaspaGoTka NpeIOXKEeHHH 1O ONpeleNIeHAI0 30H KOMICTEHIUH COBETa
IUPEKTOpOB  (HAOIONATENBHOIO COBETa) M HCMOIHMTEIBHOTO OpraHa
opraumsaruii KOC

Pa3paboTka NpeaOKEHHH IO ONpEIENEHHIO COCTaBa  KOHTPOJIBHBIX
mokasarelell YpOBHA PHCKOB HMH(GOPMAUMOHHOH 0€30MacHOCTH B
oprarmamuax KOC, a Takxe ero KOHTPOJIbHBIX U CHTHAILHbIX 3HAYCHHH

Heo6xonuMple yMEHHIA

AHanm3upoBaTh B 0G0CHOBBIBaThH NONTUTHKY opranusauuii KOC B obnactu
obecnieyenrs HHPOPMALHOHHOM G€30IIaCHOCTH, MO BONIPOCaM YIPABICHHS
puckaMH MHDOPMALMOHHOH 6e30macHOCTH, OoGecneyeHHs ONnepanHOHHOK
HAJEeKHOCTH (KuOEPYCTONYHBOCTH) H 3aIIUTEI HH(OpMAUH

AHaIM3MpOBAaTh M IPUMEHATh METOJONOTHYECKYlo 0asy, TpeboBaHHA
3aKoHOaTebCTBa Poccuiickolt Memepaunu, HOPMATHBHBIX aKTOB banxa
Poccud, MEXIyHAPOAHBIX M HAUMOHAIBHBIX CTAHAApTOB B 001acT
yOpaBIeHHA pHCKaMH HHGOPMALHOHHOH Ge30macHOCTH, ObecHeeHHS
3a1UTH HEGOPMALIMHE M OTIEPALMOHHOM HAJeXHOCTH (KHO6EpyCTONIHBOCTH)
B opranuzausix KO@C

Pa3pabaTeiBarh [PETOKEHHS O HM3MEHEHHIO M COBEPUICHCTBOBAHUIO
NONMTHKA YIpaBleHHs PHCKaMH HH(OPMAIHOHHON 6€30IacHOCTH B
opranmanusax KOC

Pa3pa0areBaTh MPOEKTH] BHYTPEHHHX JIOKyMEHTOB (JIOKAIBHBIC AKTBI,

: opraHn3aunonﬂo—pacnopﬂnmenbﬂme JOKYMCHTBI H MCTOOUYICCKHUE

Marepuaisl) opranusanun KOC, ycTaHaBIUBAIOIMUX IIETM W NPUHIHIIBL, 2
TaKKe OINpEE/SIONIMX METONONOTHIO W TpaBuia YNPaBIEHHA PHCKAMH
nH(OPMaIHORHO# Ge30ImacHoCTH B opranu3auuax KOC

PaspaGaTeBaTh HPEUIOKEHHS IO PA3BHTHIO KOPHOPATHBHOH KyJBTYpbI
(3THKH), yCTAHABIHBAIONIEH 3HAYMMOCTH BONPOCOB YIPABICHUS PHCKAMH
AH(OPMAIIMOHHOM 6e30macHOCTH, OOECHEYCHHs 3allUThI uHdopMaIuy,
onepaMoOHHOM HaAeXHOCTH (KH6epyCTOHIMBOCTH) B OPTaHM3AIUSIX K®C

HeobxoauMble 3HAaHUA

3akoHoaTescTBO Poccuiickoit denepalny; HOPMATHBHEBIE IIPABOBLIC AKTHI,
HAIlMOHAJIBHBIE, MEXIOCYJapCTBEHHBIE H MEXX/yHApOIHbIE CTaHIAPTHI B
obmacTd  3amuTel MH(opManuu, B 0OIacTH YNPaBJICHHA PHCKaMU
uHpOpMaIMOHHO#  Ge3omacHOCTH, — OOeCIeHCHHA HHGOpMaLMOHHOK
0e30MacHOCTH M OIEpPallMOHHOM HAaJAC)KHOCTH (kubepycTOHUHBOCTH) B
opranm3amix KOC

PykoBoismue ¥  METOAMYECKHE  JOKYMCHTBHI  YHOJIHOMOHEHHBIX
denepanbHbIX OPraHOB HCIIONHUTENLHON BIACTH, HOPMATHBHBIC aKThL banka
Poccun B o6nacTd 3aIIUTH MHGOpPMAIUMH, B 00IaCTH YIPaBICHHS PHCKaMU
undopManuonHoii  Ge30macHOCTH, obecreueHus uH(pOpMalOHHOH
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6e30MacHOCTH H ONEPallMOHHONW HANEXHOCTH (KMOEpyCTOHYMBOCTH) B
opraamanusx KOC

[IpuHIMIBl M METOABI pAclpeleseHHs pojiedl M OTBETCTBEHHOCTH 32
yIpaBleHHe pHCKaMM HWH(OPMAUMOHHOH 6e30macHOCTH, obecnedeHune
3aLUTH HHGOPMAIIMY U OTEPALMOHHON HAJEKHOCTH (KHOEPYCTONIHBOCTH)
B opranuzanuix KOC

HpI/IHI.II/IHBI nenenojaraing, BHABL H = METOHbI

INTaHHPOBaHHUA

Opra”Hu3anoHHOrIo

[IpUHIMIB TIOCTPOSHHS M COBEPUICHCTBOBAHWA CHCTEM  YIIPABICHHS
pHCKaMu HH(pOPMALMOHHOM Ge30macHOCTH, obecriedeHus NHPOPMAHOHHOH
6e30MacHOCTH ¥ ONEpallHOHHON HAJeXHOCTH (KHOepyCTOHYMBOCTH) B
opraamzanusax KOC

Crenuduka mIaTeXHsIX mpoueccos B opranusanusx KOC

IlpuBnunel  pa3pabOTKM  NONMTHKA B 00JIacTH obecnieyeHus
nHpOpMaMOHHON 6€30MacHOCTH IO BONPOCaM  YNPaBIEHHA PHCKaMH
HHpOPMALMOHHO} Ge30MacHOCTH, 00eCIeYeHUS ONEPALHOHHOM HAIEXHOCTH
(xubepycTOMYMBOCTH) H 3alUTE HHpOpMALHUY B opraamanuax KOC

[loaxopl K ONpEACIEHUI0 COCTaBa KOHTPOJNBHBIX IIOKa3aTeled YpOBH:
prckoB HEOpPMAIHOHHO} Ge3onacHocTH B opranusauun KOC

Hpyrue

XapaKTepHCTHKH

3.4.2. TpyaoBas GpyHKIHs

HauMeHoBaHMe

TIpoucxoXKAeHHE TPYAOBOI
GbyHKIHH

PaspaGoTKa METOJOJIOTHH 00ECTICYEHHUS 3aIHTE] VpoBeHb
uH(OPMaIHH U ONIEPallHOHHON HaZIe)KHOCTH Kon | D/02.7 | (momyposenp) | 7
(xmbepycroiiuuBocTH) B oprarusamusix KOC KBATH(UKALH
3auMCTBOBAHO M3
OpuruHan X
OpHMIrHHA/IA
Kon PerucTpauiioHHbIH
OpHTHHANA HOMED
Tpo¢ecCHOHATEHOTO
cTaHgapra

TpynoBeie neHCTBUS

Pa3paboTka, COrJIacoBaHHE H IIPUMEHCHHE BHYTPEHHHX [OKYMCHTOB
opraamzamu K®C, onpee/siommx METONONOMHIO 00eCIeyeHH s 3aluThI
HHGOpMALMM M OIEPAlMOHHON HAJEKHOCTH (kubepyCTOUIMBOCTH) B
opraam3amuax KOC

CoBEpIICHCTBOBAHHE METOJOIOTHH O0ECICYCHUS 3allHThI uHpOpMaLMH H
onepanHOHHOM HAAEXHOCTH (KHOEpyCTOHYMBOCTH) B OPTaHH3AIMAX K®C

AHanu3 pe3ynbTaToB (BaMIALHs) IPHMEHEHHS METOOIOTAH 00eCTIeHeH s
3amuTHl HHGOPMALIUY B ONEPAallHOHHOM HaJC)KHOCTH (xubepyCcTONINBOCTH)
B opranmsauusx KOC

Pa3paboTka nporpaMM KOHCYTBTHPOBAHHS ¥ HOBBIIEHHS OCBEIOMIICHHOCTH
paGotuukoB opranmamuu KOC mo BompocaM 3allUTBI HHpOpMALHU H
oOeclieueHHs: ONMEPAIMOHHOM  HAIEKHOCTH (kubGepycTOUMBOCTH) B
opranm3amusx KOC

[ToAroTOBKAa TpPEIOKEHHH 10 6a30BOMY COCTaBY OPraHH3AUHOHHBIX H
TeXHUYECKHX Mep II0 3alluTe HHGopMaIiK 1 00ECTICYEHHIO ONePallMOHHOH
HajiexxHocTH (KubepycToiunBocTH) B opranusammsix KOC
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MeTo0NOrM4ECKOe COMPOBOXIEHUE peall3allii [IPOrpaMM KOHTPOJ H
ay/MTa 3aluTel MHGOPMAIKH U 00€CIeYeH s ONEPALMOHHOM HAICKHOCTH
(xubepyctoitunBoctH) B opranuzanusax KOC

Omnpenenenne GopMaTOB NPEACTABICHHS OTYETHOCTH B PAMKaX 0OeCIeqeHHs
3amuMThl HHPOPMAIIHH M ONIEPAIMOHHON HANEKHOCTH (KUOepyCTOHYMBOCTH)

B opranu3auusix K@C
Heo6xoauMble yMERMs | AHAJIH3HPOBATh HOPMATMBHBIE MPABOBBIE AaKTHl, HAlHOHAIBHBIE U
MEX{yHapOAHBIE JTOKyMEHTBI, peryIaMeHTUPYIOINE pazpaboTKy

METONOJIOTMM OOecleUyeHHs 3aliuThl HMHQOpMamuM H  OIEpPallHOHHON
HaneKHOCTH (KnbepycToiiunBoctr) B opranmsamix KOC

AHAIH3HPOBaTh M TPHMEHSATH METOIOIOTHYECKYIO Oasy, TpeOoBaHHS
3aKoHoaTenscTBa Poccuiickoii dejepanny, HOPMAaTHBHBIX akToB bamka
Pocchd, MEXAYHAPOAHEIX M HAIMOHAIBHBIX CTaHJApTOB B obnacTd
yOpaBleHHs pUCKaMu HH(pOPMAIMOHHOM 6e30macHOCTH, obecrnieueHus
3alUTHl HHPOPMAIMU U ONEPAHOHHOM HAICHKHOCTH (xubepyCcTONIHBOCTH)
B opranuzasax KOC

Ananm3upoBaTh U OGOCHOBBIBATE METONONOIHIO OOECHEYCHHS 3allUThI
uHdoOpMallid ¥ ONEPAlMOHHOW HAJEKHOCTH (xubepyCTOHYNBOCTH) B
opraumamuax KOC

Pa3pabaThiBaTe OPOEKThl BHYTPEHHHX JOKYMEHTOB (JIOKAlbHBIC aKTHI,
OpraHM3alHOHHO-PACTIOPSUTENBHBIE  JIOKYMEHTHl M METOAUYECKHEe
MaTepuaisl)  opranmsaumu  KOC,  onpeneisiole  METOIOJIOTHIO
obecrieyeHuss 3alUTHl HMHPOpMAIMM U ONEPALMOHHOW HAaJEKHOCTH
(xubepycToiiunBoctH) B opranuzamusax KOC

TMoaroraBnuBars HHPOPMAIIMOHHO-aHATMTHYECKHME MATEPHANIE] [I0 BOIPOCaM
obecrieueHuss 3alMThl MHGOPMAIMH W  ONEPAMOHHOM HaIe)XKHOCTH
(xubepycroiiuuBocTH) B opranuzanusix KOC

Heo0xoauMble 3HaHHA

3akoHomaTensCTBO Poccuiickoit denepanny, HOPMAaTHBHBIC IIPABOBBIC aKTHI,
HAIMOHAJBHBIE, MEXIOCYIapCTBEHHBIC M MEXIyHApOAHBIC CTaHIAPTHI B
obnacTd  3amuTel MHpOpManuu, B oOJNacTH YNPaBICHUS PHCKaMH
undopManuonHoll  GesomacHocTH, — obecniedeHWss — HHQOPMAUMOHHOW
6€30aCHOCTH ¥ OIEPAMOHHON HAJEKHOCTH (KHOEpYCTOHYUBOCTH) B
oprauusamusix KOC

PykoBomsmie M METOAMYECKHE  TOKYMEHTBHI  YHOTHOMOYEHHBIX
denepanpHBIX OPraHOB HCIIOJIHUTENBLHOM BIIACTH, HOPMATHBHBIC aKThI banka
Poccuu B 007aCTH 3alUTEI MH(GOPMAaNUH, B 00/IaCTH YIPABJICHUS PHCKaMH
uH(pOPMANMOHHOM  Oe30macHOCTH,  OOecHeYeHH uHbOpMALMOHHOM
6e30IacHOCTH ¥ ONCPAIMOHHOH HAZEXKHOCTH (KHOEpyCTOHYMBOCTH) B
opraamanusax KOC '

TIpHHLUMIEL Pa3paboTKA M COBEPIICHCTBOBAHHS METOJOOTHH OOeCTie eHus
3amUTHl KEGOPMALIMH U OTIEPALMOHHON HAJIeKHOCTH (KHOEpYCTOAIMBOCTH)
B opranmsanmix KOC

[IpHHIMIB] TOCTPOCHHS CHCTEM OOECIEYCHHS 3alluThl uHdopMalvi H
OIIepaIMOHHOM HaJe)KHOCTH (KHOEpYCTOHYHBOCTH) B OPraHH3allsX K®C

Ba30BBIii COCTaB OPraHM3Aal[MOHHBIX M TEXHHYECKHX MEp IO 3all|Te
uHdopMaLHuu 51 00€CIEeYCHUIO OTepaIHOHHOM HA/Ie)KHOCTH
(xu6epycToitunBocTH) B opranu3ammsx KOC

Metozmosorus pa3paboTKu MPOrpaMM KOHCYJIBTUPOBAHMS W MOBBINICHHA
OCBEIOMJIEHHOCTH paboTHHKOB opranusanuu KOC 1o BompocaM 3alldThl
HHpOopManuu U obecrieycHUs oInepalvoHHOI HaJIe)KHOCTH
(xubepycroitunBocty) B opranuzauusx KOC

CrienuHKa IUIATEXHBIX IIPOIECCOB B OPraHM3allUiX K®C
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[IpyHIMIEl OpraHU3alMd BHYTpeHHeH oTdeTHOCTH opranusanun KOC B
paMKax obecredeHHs 3aIUThl MHGOPMALMHK M ONEPAIHOHHON HAlCHKHOCTH
(xubepycroitunBocti) B opranusamusx KOC

Hpyrue -
XapaKTEePHCTHKU

3.4.3. Tpynosas pyHKIHA

Pa3paboTka METOAOJIOTMH YIIPABICHHS VpoBeHb
Hammenosanne | puCKaMu MHGOPMAIMOHHOM Oe30macHocTH B Kox D/03.7 (momypoBeHs) 7
oprauusaiusix KOC KBaTH(UKALMA
IMponcxosxaeHue TpyAOBOH Opwrunan X 3auMCTBOBAHO U3
dbyHKIHA opHMIvHana
Kon PeructpaunoHHEIH
OpUTHHATA HOMep
npo¢ecCHOHANEHOTO
craHgapTa
Tpynosble nefcTBus PazpaboTka, cormacoBaHHe€ M TIPHMCHEHHC BHYTPCHHHUX JOKYMEHTOB,

ONpEEIIAIONAX METONOJOTHIO YIPaBJIEHHs PUCKaMH HHPOPMALMOHHOH
6e3onacHocTr B opranmanuix KOC

CoBeplLICHCTBOBaHHE METOIOJIOTUH yIIpaBJICHUS pUCKaMH
undopManuonHoii 6e3onacHocTH B opranusanusix KOC

AHanmu3 pe3yibTaroB (BaTuJallis) NPUMEHEHHs METOMONOTHH YIPABICHHS
prckamy HHGOpMaLHOHHO| Ge3omacHocTH B opranusanusx KOC
Pa3paboTka mporpamMM KOHCYIbTHPOBAHMS U MOBBILICHUS OCBEJOMICHHOCTH
0 BOIpOCaM IIPOTHBOACHCTBHS peai3aluy HH(OPMAUMOHHBIX YIpo3
pa6oTHHKOB B opranusaiusax KoC

PazpaGoTka mOporpaMM TIOBBINICHHS OCBEJOMIICHHOCTH IIO BOIpOCaM
NPOTHBOAEHCTBUS pealH3allid MHOOPMAUMOHHBIX Yrpo3 B OTHOLICHHH
noTpeOuTeNel pUHAHCOBBIX yCIyT B opranmsauusax KOC

Onpenenenne GopMaToB MPEACTABIEHAS OTYCTHOCTH B paMKax yIPaBICHUS
puckamMy MHGOPMaLHOHHOR GezomacHocTd B opranusauusx KOC
Mero1010ru4ecKoe COTPOBOXKACHHUE OLIEHKH! spPexTuBHOCTH
(YHKIHOHMpPOBAHK CHCTEMBl YHpPAaBICHHS pHCKaMH HH(GOPMALMOHHOH
6e3onacHocTH B opranmsamuiax KOC

Pa3paGoTka METOIOOTHH OIEHKH PUCKOB HHPOPMALOHHON 6e30nacnocm
B opranuzamusix KOC

PaspaGoTKa  METONOJNOrMM  ONpEJACNeHHs  TOTeEPh  OT  COOBITHiA
uHbOpManHoHHOM Ge3omacHoCTH B opranmsanuax KOC

Heo6x0MMBbIC YMEHHS | AHAIM3MPOBaTh M HPUMEHATH METOJOJNOTHYECKYIO 0a3y, TpeboBaHMs
3aKOHOJaTenbcTBa Poccuiickoii Menepaunn, HOpPMAaTMBHBIX akToB banka
Poccuy, MEXIYHApOAHBIX ¥ HAUMOHAIBHBIX CTAaHNApPTOB B 00NacTH
yIpaBleHHs puckamu HMHQOPMAIMOHHOH 6e30MacHOCTH, O0beCIeUeH s
3 THl HHGOPMALMH H ONIEPAMOHHOM HAEXHOCTH (KHOEpYCTONIHBOCTH)
B opranu3aax K@C

AHanmu3upoBaTh W OOOCHOBBIBATH METONOJIOTHIO YIPABIEHHA PpUCKaMU
uHpopManuoHHo# Ge3onacHocTH B opranmsamusax KOC

Pa3pa6aThiBaTh NPOEKThl BHYIPEHHHX JOKYMEHTOB (JIOKAIBHBIC aKTHL
OpraHM3alMOHHO-PACIIOPSAUTENbHbIE  JOKYMEHTHl M METOJMYECKHE
Mmatepuaisl) opranmanuy KOC, onpeensiomnye METoA0JI0THIO yIPaBICHU
prckaMu HHGOPMAIMOHHOH 6€301aCHOCTH B OPTraHU3aAMAX K®C
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IMoarorasnuBarh HHGOPMAKOHHO-aHATTMTHYECKHE MAaTEPUAJIBI I10 BOIIPOCaM
yIpaBlieHHs PUCKaMH HHGPOPMAIMOHHOM O0€30IacHOCTH B OpraHH3allUsIX
KOC

HeoOxoanMeie 3HaHus

3akonomatenscTBo Poccuiickoit deaepanyy, HOpMaTHBHEIE IIPABOBHIE AKTHI,
HALMOHAJBHEIE, MEKIOCYJapCTBEHHBIE M MEX/IYHApOAHBIE CTaHIApTHl B
obnmacti 3amuThl WHpopManuMu, B 00NAacCTH YNpaBICHHS PHUCKaMHU
uHopMannonHoii  GezomacHocTH, obecreueHHs — HH(OPMANMOHHOM
0€30I1aCHOCTH M OIEPAllHOHHON Hale)XXHOCTH (KHOepycTOHYMBOCTH) B
opraamamsix KOC

PykoBojdliie HW  METOJMYECKHE  JOKYMEHTBl  YIOJHOMOYEHHBIX
demepaibHbIX OPraHOB HCIOJNHAUTENBHOH BIACTH, HOPMAaTHBHEIE aKThl banka
Poccuu B o6actu 3anMTel HHGOpMaLUH, B 00JaCTH YIIPABICHUS PHCKAMHU
napopManKonHoit  GezomacHocTH,  ofecredeHMs — MHQOPMALUOHHOM
0€30MacHOCTH W OIEPAllHOHHON HaJAeXHOCTH (KHOEpPyCTOMUMBOCTH) B
opranm3auusix KOC

[TpuHOMIBE pa3pabOTKH U COBEPIICHCTBOBAHHS METONOJIOTMH YIIPABICHHS
prcKkaMu HH(POPMaUHOHHOM 6e30macHOCTH B opranusaiusax KOC

TIpHHLMIEI TOCTPOCHHST CUCTEM YNPABICHHS PHCKAaMH HH(QOPMAIHOHHOM
Oe3omacHocTH B opranmzaisax KOC

Crien(HKa IIaTeXHBIX MpoleccoB B opranuzanusax KOC

Meromonorus pa3pabOTKH MpOrpaMM KOHCYJIBTHPOBAHMS M IOBBIIICHHS
OCBEJIOMJIEHHOCTH IO  BOIpocaM  IIPOTHBOACHCTBHA  pealH3aluu
HH(pOPMALIHOHHBIX YTPO3 B OTHOIICHHH NOTpebuTeNell PMHAHCOBBIX YCIYT B
opranm3anusix KOC

[IpMHIMIBI OpraHW3aldl BHYTpeHHeH oTueTHocTH opramsanuu KOC B
paMKax yOpaBjieHHd pHcKaMH HH(opMmanmonHoH Ge3omacHOCTH B
opraau3anusix KOC

Hpyrue

XapaKTEPUCTHKH

3.4.4. TpynoBas pyHKUHHA

Pa3pa60TKa METOA0JIOTHH BBIABICHUA HHITNJACHTOB

o YposeHs
HarMEHORAHHS uH(popMaHOHHOH 6€301aCHOCTH, pearupOBaHHs Kon | D/04.7 | (momyposens) | 7
Ha HUX U BOCCTAHOBJICHU ITOCJIC UX pCalin3alluu B KBAI(UKALMH
opraam3anusx KOC
IMpoucxokaeHue TpyA0BOMH Opwrusan X 3auMCTBOBaHO U3
byHKIMH OpUrHMHaNa
Kon PerncrpaliOHHBIH
OpHMIMHaNa HOMED
npo¢geccuoHaNbHOTO
cTaHIapTa

TpynoBsle neiicTBUs

PaspaGoTka, corjlacoBaHHe BHYTPEHHHX JOKYMEHTOB, ONPEACIIAIONHX
MOpPSJOK BBISABICHHS HHUMACHTOB HHGOPMAIMOHHOH 0e30macHOCTH B
opranuzauusx KOC

Pa3paboTKa, COITacOBaHHE BHYTPEHHHX JOKYMCHTOB, OIPEICIIAIOMMX
IOPSAOK PeardpoBaHds HAa WHUMACHTH HHPOPMAIMOHHOH 0€30MacHOCTH B
opraumzamuax K®C, B ToM 4ucne NOpANOK HHPOPMHPOBaHHA O
KOMITBIOTEPHBIX HMHIMJCHTAaX, PEarMpOBaHHSA HAa HHX, NPHHATHA MEp IO
NMMKBHJALMHA KOMIBIOTEPHBIX aTaK, IPOBEACHHBIX B OTHOIICHHH 3HAYHMMBIX
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00BEKTOB KPUTHYECKOH HHHOPMAIHOHHOH HHPPACTPYKTYpH! B OaHKOBCKON
chepe 1 UHEBIX cdepax GUHAHCOBOTO PhIHKA

PaspaboTka, corjiacoBaHHE€ BHYTPEHHMX JOKYMEHTOB, OIPEACIAIOIIMX
NOPAMOK BOCCTAHOBIEHHS (YHKIMOHHPOBAaHHS OH3HEC-IPOLECCOB U
TEXHOJOTHYECKHX MPOLECCOB M O0BEKTOB HWH(pOpMaTH3amuy MOCIe
peaiu3aiuy HHIUACHTOB HHPOpManMOHHON 6€30I1aCHOCTH B OpraHU3aluaX
KOC, B ToM umclie NOpAAOK HWHPOPMHpPOBaHHS O KOMIIBIOTEPHBIX
UHLIMJECHTAX, peardpoBaHWs Ha HHUX, NPUHATHS Mep II0 JIMKBHIALUHU
KOMIIBIOTEPHBIX aTaK, NPOBEJCHHBIX B OTHOIICHHH 3HAYMMBIX OOBEKTOB
KpHTHYeCKOW HHPOpMaHOHHON HH(PACTPYKTYpHI

PaspaboTka, cornacoBaHHE€ BHYTPEHHHMX JOKYMEHTOB, OIPEAEIAIOMMX
HOPAIOK OpraHM3allud B3aUMOJEHCTBHA B paMKaX pearupoBaHHs Ha
HHIUIEHTH HHGOPMAMOHHO# Ge3omacHocTy B opranusauusax KOC, B Tom
ypcie TMOPANOK HMHQPOPMHPOBAHUS O KOMIBIOTEPHBIX HHIHIEHTaX,
pearMpoBaHus Ha HUX, IPHHATHS MEP 110 JIHKBHIAMH KOMIBIOTEPHBIX aTak,
HpOBECHHBIX B OTHOIIEHHH 3HAYAMBIX OOBEKTOB  KPHUTHYECKOH
HH(OPMAIMOHHON HHPPACTPYKTYpBI

PazpaGoTka, COIJIacOBaHHE BHYTPCHHHX JOKYMEHTOB, ONPEAEISIOLINX
NOPSAIOK TMPOBEJCHHS aHalu3a INPHYMH M IIOCHEICTBHH pealn3audu
HHIMAEHTOB HHpOpMaIlHOHHO# Ge3omacHocTH B opranmsanusix KOC, B Tom
YHClE TOPAAOK HHGOPMHPOBAHHS O KOMIBIOTEPHBIX HHIMJEHTAX,
pearupoBaHus Ha HUX, IIPUHATHS MEP 110 JIMKBHIAIMH KOMIIBIOTEPHBIX aTak,
NpPOBEJCHHBIX B OTHONIEHHH 3HAYUMBIX OOBEKTOB  KPHTHYCCKOM
UH(POPMAIIMOHHOM HHPPACTPYKTYPBI

Onpenenenne  mokazareneli  >QQEKTUBHOCTH  pearMpoBaHus |
BOCCTAHOBIICHHA IOC/IE pealn3alMid HHIOMIACHTOB HHGOPMAMOHHOMH
6e3omacHocTH B opranuzamysx KOC

Pa3paboTKa, COTJIACOBAHHE BHYTPEHHHMX JOKYMEHTOB, OIPEICISIOMIX
METOZOJIOTHIO OLIEHKH MOTEHIMANa BIUAHUA (KPUTHYHOCTH) HHIMACHTA
uHpOopMaIHOHHO# Ge3omacHOCTH B opranusamuax KOC

Heo6xoxuMble yMeHHs

AHaTH3MpOBaTh M TPHMEHATH METOHOJNOTHYECKyIo ©Oasy, TpeboBaHus
3aKkoHozaTenscTBa Poccuiickoi dejiepanny, HOPMaTUBHBIX aKTOB baHka
Poccun, MeXAYyHApPOINHBIX M HAaUMOHATGHBIX CTaHAApTOB B 00NacTH
yIpaBleHHss puckamu HHQOpManHOHHOH Oe30macHOCTH, o0eceueHuUs
3aIUTH HEGOPMAIMK M OTEPALMOHHOM HAJEKHOCTH (KMOEPYCTOHUMBOCTH)
B opranmsammsx KO®OC, a Takke o0 mopsaake HHPOPMUDOBAHHS O
KOMIILIOTEPHBIX MHIM/ICHTAX, pearHpOBaHUA Ha HMX, NPHHATHI MEp IO
JMKBHALMHN KOMIIBIOTEPHBIX aTaK, IPOBEICHHBIX B OTHOIICHHM 3HAYAMBIX
0OBEKTOB KPHTHUECKO NHPOPMALMOHHONH HH(PaCTPYKTYpPBI

ObecrieunBaTh  METOAOJIOTMYECKOE  CONPOBOXICHHE  JIEATCIBHOCTH
opranuszaiu KOC B 0671acTH BHIABIICHHS MHIHACHTOB, PearHpoBaHMS Ha
HHMX ¥ BOCCTAHOBJIECHMs IIOCIIE pEATM3aAMHA HHIHICHTOB HHGOPMAIMOHHOH
6e3onacHocTH B opranm3aipax KOC

PaspaGarbiBaTh [POEKTHl BHYTPEHHHX JOKYMEHTOB (JIOKAlbHbBIC aKTEI,
OpraHU3alMOHHO-PACIIOPAAUTENbHEIE  JOKYMEHTHI M MCTOJMYECKME
matepuansl) opraHmzanmd K@®C 1o  BBIABICHMIO  MHIHICHTOB
HHPOPMALHOHHON 6€30MaCHOCTH, pearkpoBaHus Ha HUX U BOCCTAHOBJICHUS
nocie HX peanusanuy B opranmsamusax KPC, B ToM unciie HHGOPMUPOBAHMS
0 KOMIIBIOTEPHBIX HHIMCHTAX, PEardpoBaHMsl Ha HHUX, NPHHATHI MEp IO
JMKBHJALUHA KOMIIBIOTEPHBIX aTak, MPOBEACHHBIX B OTHOIICHHH 3HAYUMBIX
06BEKTOB KPUTHYECKOH MHOOPMAIHOHHOH HHPPACTPYKTYPBI
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IloarorasnuBars HH(l)OpMaI.II/IOHHO-aHaJ'II/ITH‘:ICCKI/Ie MaTEpUalknl 110 BOIIpocaM
BERIIBIICHHST HHIUJCHTOB, p€ardpOBaHHAd Ha HHUX H BOCCTAHOBJICHH: MOCIIC
pea3aliui HHIHJACHTOB HH(bOpMaHHOHHOﬁ 0€30I1aCHOCTH B Oprann3anuiax
KoC

Heo6xoauMele 3HaHus

3akonoaarenscTBo Poccmitckoit @enepanuy, HOpMaTUBHLIE IIPABOBLIE AKTHI,
HaI[HOHAJLHBIE, MEXIOCYIapCTBEHHBIE H MEXIyHapoAHBIE CTaHIApTHI B
obnacty 3ammThl HHpOpMammH, B O0ONAcTH YIpaBICHHA PHCKaMH
nHPOPMAIHOHHON 6E30IaCHOCTH, a TaloKe O MopsaKe HHGOPMUPOBAHHS O
KOMIIBIOTEPHBIX WHIUICHTAX, pearMpoBaHMs Ha HMX, HOPUHATHA Mep IO
JMKBHAALUMN KOMIIBIOTEPHBIX aTak, MPOBEJCHHBIX B OTHOLUCHMM 3HAYHMBIX
00BEKTOB KpHTHYECKOH HHPOPMAIIMOHHOH HH(PACTPYKTYpPhI

PykoBojdiie ¥ = METOAMYECKHE  JOKYMEHTHI  YIOJHOMOYCHHBIX
(penepasbHBIX OPraHOB UCHIONHUTENBHOH BIACTH, HOPMAaTHBHBIE akThl baHka
Poccuu B 00yacT 3auuThl HHGopManuy, B 00JacTH yIPaBICHUS PHCKaMHU
MH(pOpMaUMOHHOM (e30MacHOCTH, a TakKe O MOPAAKE HHYOPMHUPOBAHUS O
KOMIIBIOTEPHBIX HHIUICHTAX, PEarHpOBaHUA HAa HMX, MPHHATHS MEp M0
JMKBHALMH KOMIIBIOTEPHBIX aTak, IPOBEACHHBIX B OTHOLICHUH 3HAYMMBIX
00BEKTOB KPUTHUYECKOM MHMOPMAIIMOHHOH HHPPACTPYKTYpBhI

OcHOBBI opraHu3aIyu HPOLECCOB BBISIBJICHUS WHIU/ICHTOB
nHPOPMAIHOHHOM 6€301acHOCTH, pearMpoBaHUs Ha HUX U BOCCTAHOBJICHHS
mocie MX peanusaiuud B opraHuzamuax K®C, B ToM d4Hcie MOPSOOK
HHPOPMUPOBAHUSA O KOMIBIOTEPHBIX MHIMJCHTAX, pearnpoBaHHs Ha HHX,
NPHUHATHS MEp IO JHKBH/AUMHM KOMIBIOTEPHBIX arak, NPOBEJCHHBIX B
OTHOIIEHHAM 3HAYHMBIX OOBEKTOB  KPUTHYECKOH  HHPOPMALMOHHON

HHPaCTPYKTYPHI

KmoueBble nokasaren 3GQeKTHBHOCTH AesATenbHOCTH opranusanuu KOC
N0  BbHIBICHHIO  MHIMIAEHTOB  HMH(pOPMANUOHHOH  O€30I1aCHOCTH,
pEarMpoBaHHI0 Ha HHMX H BOCCTAaHOBJIEHHMIO IMOCIEC HX pealu3allii B
opranuzanusix KOC

dopmatel o6Mena wuHpoOpMammeidi 006 MHUHACHTAX MHQOPMALHOHHOH
OesomacHocTH B oprammzamuax K®C, B ToM ducie IOPSIOK
MH(QOPMHPOBAHUS O KOMIIBIOTEPHBIX MHIMICHTAX, pearupoBaHus Ha HHX,
NpUHATAS MeP IO JIMKBHIALMH KOMIIBIOTEPHBIX aTak, HPOBEJICHHBIX B
OTHOLIEHHH 3HAYMMBIX OOBEKTOB KPUTHYECKOH HMHPOPMAIUMOHHOM

HHQPACTPYKTYPHI

TIpHHIHEIBL ¥ METOIB] PaclpeeNeHns POJIed U OTBETCTBEHHOCTH B PaMKax
pearupoBaHMsl HA HHIMAEHTHl HHPOPMANMOHHOH O0e30macHOCTH M
BOCCTaHOBJICHHS ITOCNIE HX peanusanuu B opranuzanusx KOC, B Tom uncne
HOPSAIOK HHPOPMHPOBAHHS O KOMIBIOTEPHBIX MHIMACHTaX, PeardpoBaHMsA
Ha HAX, IPHHSATHASA Mep 10 JTMKBHAlMK KOMIBIOTEPHBIX aTak, IPOBEICHHBIX
B OTHOLICHHMH 3HAYMMBIX OOBEKTOB KPUTHYECKOH HMH(POPMAIHOHHOM

HHPPACTPYKTYPHI

Crenu¢uka IIAaTEXHbIX IpolieccoB B opranusamuix KOC

OCHOBHBIE TIOAXOJBI M JIy4IlIMe TMPAKTHKH IO cOOPY TEXHUYECKHUX JAHHBIX
(CBHZETENCTB) B paMKaX BBIIBJICHHS HHIMACHTOB HMH(OpPMAlOHHOH
6€30IaCHOCTH, pearupoBaHus HAa MHIMIECHTBI M BOCCTAHOBJICHHS IOCIE HX
peanm3anuu B opraHusamuax KOC

Apyrue
XapakTCPUCTUKH
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3.5. O6o6mennas TpyaoBas GpyHKIHA

KonTposb obecrnieueHnss HHGOPMaLUOHHOM

0e30macHOCTH 1 oOecIieueHre onepauoOHHON
HaumeroBanne N pan Kox E VpoBeHs 7

HAIEXHOCTH (KHOepyCTOHUMBOCTH) B KBaIM(HKALHH

opranuzanusx KOC
[poucxoxneHue

. . 3anMcTBOBAHO M3
0060061eHHO TPy 10BOH OpuruHan X
OpUrHHajia
¢dyHKIUM
Kon PeructpauoHHbIH
OpHUTrHHaNA HOMeEp
npodeCcCHOHABLHOTO
cTa”japTa

Bo3moxHble Crenuanuct 1o #HGOpPMaIMOHHOH 6€30I1aCHOCTH
HaHMEHOBaHH BeayIuii cequaticT no 3amute HHGopManny
JOJDKHOCTEM,
npodeccuit
TpeGoBanus K Bricmee 06pa3oBaHue — CIIENUATHTET WIK MarucTpaTypa B 061acTu
o0pa3oBaHHIO U uHpopMaHOHHON 6€301acCHOCTH
00yueHHIO WU

Bricinee o0pazoBanue (HenpoQHILHOE) — MAarMCTpaTypa WK CICHHATUTET U
JIOTIONHHUTENBHOE IpodeccHoHaTbHOE 06pa3oBaHre (podeccHonanbHas
EePENOAroToBKa) B 06acT ”HYOPMAIMOHHOM 0e30MacHOCTH

Tpe6oBanus k onbity | He MeHee ofHOrO rofa B 06;1acTH HH(GOPMALMOHHOH 6€30MacHOCTH B
IpaKTHIECcKoi paboTsl | opranu3amusax KOC

Ocobbie ycnoBus Hanuume fomycKa K TOCYJapCTBEHHOM TaliHe (IpH He0OXOUMOCTH)
Jiolycka K pabote

Hpyrue

XapaKTEPUCTHKH

HOHOJIHI/ITCJIBHBIC XapaKTEPUCTHKH

HaumenoBaHnue Kon HaumMeHoBaHue 6a30B0ii MPYIIEL, JOJDKHOCTH (IIpodecchu)
JOKYMEHTa WM CHCIHATBHOCTU
OK3 2529 Crnenuanuctsl 1o 6a3aM JaHHBIX H CETSAM, HE BXOJAAILNEC B
Jpyrue rpynsl |
EKC - AJMUHHECTpATOP 1O 06ecnedeHuio 6e30nacHoCcTH HH(popMayH

- Hmxenep 1o 3aiqure nHGopManum

- VHKeHep-IporpaMMHKCT M0 TEXHHYECKOH 3alliTe HHPOPMALIHH

- Crenmainmuct 1o obecrneyeHHo 6€30acHOCTH HHPOpMalluK B
‘ KITIOYEBBIX CHCTEMaX HHPOPMAIIMOHHON HHPPACTPYKTYpEI

OKIIATP 22567 Hmxenep o 3amure uHGpopManuy
26579 Crnenuaiuct no 3amuTe HHGOPMaIul
OKCO 1.01.04.02 | IlpuxiagHas MaTeMaTHKa H HHQOpPMATUKa

1.02.04.01 | Maremaruka 1 KOMOBIOTEPHBIC HAYKH

1.02.04.02 | ®ynaameHTanbHas HHGOPMATHKA M HHPOPMAIIHOHHbIE
TEXHOJIOTHH ‘

1.02.04.03 = MaremaTHuecKoe 0OeCredeHHE H aIMAHACTPHPOBAHHE
HH(POPMALMOHHBIX CUCTEM

2.09.04.01 | MudopmaTvKa M BLIYHCIHTEIbHAS TEXHAKA
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2.09.04.02 | UadopMaioHHBIE CHCTEMBI H TEXHOJIOTUN

2.09.04.03 | [puknagnas nHPOpMaTHKa

2.09.04.04 | IlporpamMMHasi MHXEHEPHS

2.10.04.01 | UndopmarmoHHast 6€301MacHOCTb

2.10.05.01 | KommbloTepHas 6€30macHOCTb

2.10.05.02 | Uudopmanmonnas 6e301MaCHOCTh TEIEKOMMYHHUKAIIMOHHBIX
CHCTEM

2.10.05.03 | MuadopmanronHas 6€3011aCHOCTh aBTOMaTH3UPOBAHHBIX
CHCTEM

2.10.05.04 = | adopMaumoHHO-aHAIMTHYECKHE CUCTEMBI O€30I1aCHOCTH

2.10.05.05 | be3omacHOCTH HH(GOPMAIMOHHBIX TEXHOJIOTHH B
IpaBOOXPAHHUTEILHOM cdepe

2.10.05.06 | Kpunrorpadus

2.10.05.07 | IlpoTuBojeicTBHE TEXHUYECKHM pa3sBeIKaM

3.5.1. TpynoBas pyHKuus

HaumeHoBaHue

[MpoucxoxaeHue TpyAOBOH
byHKIA

IIpoBeneHnE KOHTPOJIBHBIX IIPOBEPOK
VpoBeHb
a00TOCIIOCOOHOCTH U OlIeHKA 3 (PEKTUBHOCTH
P o0 Koan | E/01.7 | (monmyposenn) | 7
IPUMEHAEMBIX IIpOTpaMMHO-aNNapaTHRIX CPEJICTB KBATH(HKALHH
3amuThl nHGopManuu B opranusaiuax KOC
3auMCTBOBaHO
OpurmHan X "
OpUrHHaNa
Kon PerscTpauroHHsIit
OpUrMHana HOMep
nipo¢ecCHOHAIBHOTO
craHgapTa

TpynoBsle neiicTBUs

IpoBepka paGOTOCHOCOOHOCTH IPUMEHSEMBIX IIPOrPaMMHO-AMIAPATHBIX
CpeACTB 3aluUThl MHGOPMAUMU C HCIONB30BAHMEM IITATHBIX CPEICTB H
MeToauk B opranu3anuax KOC

Onenka 3¢ exTHBHOCTH IIPUMEHSEMBIX POrPaMMHO-ANMAPATHEIX CPEJICTB
3aIMUTHl HHQOPMALMK C KCTIOIb30BaHHEM LITATHBIX CPEACTB H METOAHK B
opranu3auusix KOC

OmpenesieHre ypOBHS 3alMIICHHOCTH IPOrpaMMHO-AIIAPaTHRIX CPENCTB
3amuThl HHGopMalmu B opragm3amsix KOC

Heob6xonumelie yMeHHS

AHanu3MpoBaTh W TPHUMEHATH METOAONOTHYECKYIO0 0asy, TpeOoBaHus
3aKkoHoJaTenbcTBa Poccmiickoit @emepanuy, HOPMAaTHBHBIX aKTOB bamka
Poccum, MeX/lyHapOIHBIX ¥ HALMOHAIBHBIX CTaHJAPTOB B 001aCTH 3aLIUTHI
uHpopmanuu B opranuzanusax KOC

Onpenenste mapaMeTpsl (GYHKIHOHUPOBAHMS IPOrPAMMHO-AINApPaTHBIX
CpeICTB 3auThl HHpopManuu B opranmsaiuax KOC

PaspabaTpiBaThb  METOJUKH  OLEHKH  3allMIICHHOCTH  [POrPaMMHO-
ANMapaTHBIX CPEJCTB 3alMThH HHOpMauy B opranusanusax KOC

OuenuBath YQPEKTHBHOCTD 3alUTH HH(opManuy B opranuzamusax KOC

[TpumensTh  pa3paboTaHHBIE  METOAMKH  OIEHKH  3allHIIEHHOCTH
IIPOrpaMMHO-AMNNAPATHRIX CPEACTB 3AIMTHl HH(OpMAalUK B OpraHU3alUAX
KOC

AHaJIH3HpOBaTB porpaMMHO-aIHapaTHBIC CpPECTBA 3alUTBI C LCJIBIO
OmnmpeacICHHus ypOBHA oOecneynBaeMOi UMH 3aIUIIEHHOCTH B Opranu3anusax
Ko®C
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Heo0OxoauMeie 3HAHUS

3akoHoparenbscTBO Poccuiickoii denepanun, HOpMaTUBHBIE PABOBHIE AKTHI,
HAllMOHANIBHBIE, MEXTOCYJapCTBEHHBIE M MEXIyHapOJAHBbIC CTaHAAPTHI B
obnactu 3amuTthl HHGOopMauuu B opranuzanmsix KOC

PykoBomsimie ©®  METOOMYECKHE  JOKYMEHTHI  YIIOJIHOMOYEHHBIX
(enepabHBIX OpPraHOB HCIIOJHUTEIHHOHN BJIaCTH, HOPMaTHUBHEBIE akTHl banka
Poccun B 06nacty 3anmtsl nHGopManuu B opranmzanusax KOC

HpI/IHI.lI/IHBI NMOCTPOCHHUA KOMIIBIOTCPHBIX CHCTEM H ceTell B Oopranu3anmuiax
K®C

Meroapl U METOAMKM OLIEHKH O€30IacCHOCTH MpOrPAMMHO-ANNIapaTHBIX
CpEICTB 3alUTHI HHPOpPMALUH

ITpyHIMOBI TOCTPOEHHS HPOrPaMMHO-aNIapaTHBIX
uHpopMaimy B opranusanusx KOC

CpEACTB 3alllUTHI

ITpHHOHITEL TOCTPOSHHS HOACHCTEM 3aIUTEH HHYOPMAIHHA B KOMITBIOTEPHBIX
cucreMax B opranusaiusax KOC

Meroasl M CpeACTBa NpPOBEPKH pabOTOCIOCOOHOCTH IPOrpaMMHO-
anmapaTHBIX CPEACTB 3alUTh HH(POpMaIUU

Mertoab! oneHKH 3G PEKTHBHOCTH HONIUTUKY 0€30I1aCHOCTH, pealn30BaHHON
B [POrpaMMHO-aNMapaTHBIX CpeACTBaX 3alWThl HMHGOpPMALUH B
opragm3amusix KOC

Meroasl U CcpeacTBa OLEHKH 3((eKTHBHOCTH MpOrpaMMHBIX peamu3anuil
JICOPUTMOB 3allIUTHI HHPOpMAIIH

CnocoObI aHa/IH3a IIPUMEHAEMBIX METOJIOB U CPEJICTB 3alIUThI I/IH(i)OpMaI.[I/II/I
Ha nNpeaIMET COOTBCTCTBUS IIOJINTUKE 6e301acHOCTH B OpraHusaliuax K®C

Hpyrue

XapaKTEPUCTHKH

3.5.2. TpynoBas ¢pyHxuus

HaumeHnoBaHue

IpoucxoxaeHue Tpya0BOH
(ynxumn \

KOHTpPOJIb IIPOlIeCCOB 3amuUThl HHPOpMAIVHU U Yposennb
obecreveHns oNMepaOHHON HaJEXHOCTH Kox | E/02.7 (momypoBeHS) 7
(xubepycroitunBocti) B opranusamusax KOC KBATH(UKALHH
Opwruman X 3auMCTBOBaHO U3
OpuruHaia
Kon PeructpaunoHHbII
OpUrnHaia HOMEDP
npodecCHOHANBEHOTO
cTaHaapTa

TpynoBsle neiicTBus

KoHTpolIb peann3alMi INPOLECCOB INPHMEHEHUS TEXHOJIOTHYECKHX MEp
3alUTHl MHO(pManud, oOpaGaTeiBaeMod B paMKax TEXHOJNOTHYECKHX
ornepaiui, HpH BHIIONIHEHHH OH3HEC-TIPOLECCOB M  TEXHOJIOTHYECKUX
nporeccos B opranuzanusx KOC ‘

KoHTpons peamu3amud (yHKUuui Ge30IacHOCTH H KOHTPOJS (HAIAYHA)
ya3BUMOCTEH 00BEKTOB HHGOpPMAaTH3alM{ NPHKIAAHOIO YPOBHSI B
opragm3anusx KOC

KOHTpOJIb peayin3aliiy OpraHu3alHOHHBIX M TEXHOJIOTHYECKHX MEp 3aIlUTHI
uHpopMauu " obecrieueHus OlepaoHHOM Ha/Ie)XHOCTH
(xubepycroitunBocti) B opranusanusax KOC

KoHTponp peanM3alii MpOLEccOB 0OecleyeHus 3alMTel HHGOpPMAIUd H
OIepallMOHHON HAJEXKHOCTH (KHOEpyCTOMYMBOCTH) Ha dTanax >KU3HCHHOTO
IUKJIa 00BEKTOB MH(POPMATH3alUUK MPUKIAIHOTO YPOBHS B OPraHH3aIlHiIX
KoC
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¥

Peanm3anus nporpaMMm KOHTpOJIE W ayauTa 3allUuThl HHGOPMAalUH W
obecricueHHUs ONEPalMOHHOM HAAEKHOCTH (KHOEPYCTOMUYMBOCTH) B
opranuzanusx KOC

[IpeacraBnenne OTYETHOCTH B paMKax 0OecIiedeH s 3alUThl HH)OpMaUHH 1
OINepalliOHHON HANCKHOCTH (KubepycroiiunBocTr) B opranmzanusx KOC

Opranusanus ¥ INPOBEICHHE CIEHAPHOTO aHaluM3a W TECTUPOBAHHS
rotoBHOCTH opraHusamuii K®C npoTuBOCTOATH peanu3alldd  yrpos
nH(popMalnoHHON O6€30acHOCTH

Heobxonumsble ymeHUs

v

AHanu3upoBaTh M IPUMEHATH METOJMOJOTHYECKy0 0a3y, TpeboBaHHA
3akoHozarenbcTBa Poccuiickoit ®enepanuu, HOpMaTHBHBIX aKTOB baHka
Poccuy, MeXIyHapoAHBIX M HAalMOHAIBHBIX CTaHIApTOB B 00iacTu
yIpaBIe€HHS pHCKaMH HWH(OPMANMOHHOM Oe30MacHOCTH, oOOecTeYeHus
3amyThl “HPOpPMALMU M ONEPAallMOHHONH HaIeKHOCTH (KUOEpyCTOHUMBOCTH)
B opranu3anusx KOC

Pa3zpabaTpiBaTh NpPEANIOXKEHUS [0 COBEPLIEHCTBOBAHMIO METOMOJIOTHH
obecrieueHus 3alUTHl WHPOpMAMH ¥ ONEPALHOHHOW HAIEeKHOCTH
(xubepycroitunBoctu) B opranuzauusax KOC

[MpuMeHATH,  TEXHONOTMYECKHE Mepbl I  OOECIeYeHHs  3aIUThHI
uHopmanmn, 06pabaTsiBacMoil B paMKaX TEXHOJIOTHYECKUX OIEpaLHii, Ipu
BBHIIOJTHEHNH OW3HEC-TIPOLECCOB M TEXHOJOTHYECKHMX IPOIECCOB B
opranuzamsax KOC

HpI/IMCHﬂTB OpraHH3allMOHHLIC W TCXHUYCCKHUE MEPHI 110 3alIuTe

uH(popMauu 7 obecneyeHnIo OIepalMOHHOM HaJ/ICXXHOCTH
(xubepycroitunBocTH) B opranusauusix KOC
AHaTH3ApOBaTH TEXHHYECKYIO  JOKYMEHTAIHIO Ha 00BEKTHI

nH(opMaTuzaiyu B opranusanuiax KOC

HeobxonuMeie 3Hanms

3akoHoaaTenbCcTBO Poccuiickoit Denepanun, HOpMaTHBHBIE IPABOBHIE AKTHI,
HAIlMOHAJIbHBIE, MEXTOoCyJapCTBEHHBIE W MEXKIyHapOIHbIE CTaHAApThl B
obnacTd 3amMThl HHPOpPMamuH, B O0ONAaCTH peanu3alud H KOHTPOIL
OpOLECCOB  3alMUTHl  HMHGOpPMamUUM H  obeclieyeHHs ONepalliOHHOM
HaJEeXXHOCTH (KubepycToianBocTH) B opranuzanuiax KOC

PykoBomdme W  METOOMYECKHE  JOKYMEHTBl  YNOJHOMOYEHHBIX
(enepalbHBIX OPraHOB HCIIOJIHHUTENBHOH BIACTH, HOPMaTHBHBIE aKThl banka
Poccuu B 0671aCTH 3aMIMTHI KHPOPMAIHH, B 00/1aCTH peaii3alii 1 KOHTPOIIS
IPOLIECCOB  3alMThl HHQGOpMamuu M 0oOecledYeHHs  ONepaldOHHOM
HAJEXKHOCTH (KubepycToiiunBocTH) B opranu3anusix KOC

[TpUHOUOEI MOCTPOEHHS KOMMBIOTEPHBIX CHCTEM H CETEH B OpraHM3alMsax
K®C

ba3zoBbIii cocTaB OpraHU3aLMOHHBIX M TEXHMYECKHX MEpP 3allMThI
uHpopManuu U obecrieueHus onepatMOHHON HaJIeXXHOCTH
(xubepycroitunBocTH) B opranu3amuax KOC

IToaxoap! K cerMEHTALA BEIYUCITHTEIbHBIX cereit

OcHoBbl ~ OOecrieuenust  Oe3omacHOCTH  OOBEKTOB  MH(OpMAaTH3alUH
HPHKJIAJHOTO YPOBHS

Crenuduka miaTexHbIX nporeccoB B opranusanusax K@C

Hpyrue

XapaKTePUCTUKH
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PeajM3aiys nporpamMm IOBBIIEHAS
ocBeiomeHHocTH opranm3anuit KOC no VpoBeHs

HaumeHoBanue | BOIPOCAM 3aluThl HHpopManuu ¥ obecriedenuss | Kon | E/03.7 | (momyposens) = 7

onepalnoOHHON HAJICKHOCTH KBaTM(HUKALMH
(xubepycroitunBocTr) B opranuzamusax KOC

[MpoucxoxaeHue TpyAOBOH
¢$yHKLUM

3aMMCTBOBaHO U3

OpuruHan X
OpHTHHaja
Kon PerucrpatoHHsIi
OpUTHHAJIA HOMeEp
npo¢ecCHOHATILHOTO
cTaHgapTa

Tpynosble nefcTBUA

Opranmaunﬂ KOHCYJIbTUPOBAHHUA W HWHCTPYKTHPOBAHHA paGOTHI/IKOB
oprannsauni?l K®C B cooTrBercTBUH C IIporpaMMaM IOBBIIICHHUSA
OCBCOAOMIICHHOCTH

OpraHu3anus MepOIpHATHH 1O MHOBBILEHHIO OCBEIOMICHHOCTH 4WICHOB
COBETA JUPEKTOPOB (HAOMIOIaTEIFHOTO COBETA) M HCIIOHUTEIBRHOIO OpraHa
0 BOIpOCaM OpraHM3allMM M  KOHTPOJA  YHpaBJICHHS  pHCKaMH
nHPOPMAMOHHOM Ge30MacHOCTH, 3alMThl HHGOpPMAHMH M 00eCHeYeHHs
OIEpalMOHHOM HaJeXHOCTH (KubepycroitunBocTH) B opranusanusax KOC

[poBefieHre KOHTPONBHBIX MEPONIPUATHHA IO PEe3yJbTaTaM peaTu3aluu
IPOrpaMM KOHCYJIFTHPOBAHHS ¥ IOBBILICHUS OCBEJOMIIEHHOCTH pabOTHUKOB
opranusaiuit KOC mo Bompocam NpOTHBOAEHCTBHA pealHM3alldM yrpo3
nH(popMalOHHON 6€30IaCHOCTH

Opranu3saiys 1 poBeAeHHe KOHCYIFTHPOBAHMSA U1 pAOOTHHKOB, BXOISIIHX
B IpyNmsl [OBBIIEHHOTO pHCKA, II0 BOIPOCaM BBIABICHHS H
NPOTHUBONEHCTBU peaH3aliil yrpo3 HHGOPMANHMOHHOH 6e30macHOCTH B
opraam3ausix KOC

IoaroToBKka MpPEMJIOKEHHH IO COBEPIICHCTBOBAHUIO IPOTpamMM IO
HOBBIICHHIO OCBEAOMIICHHOCTH B opranu3anusx KOC

JloBesieHHeE JI0 KIMEHTOB — IOTpeduTeItel GUHAHCOBBIX yCIIyT HH(OpMAIHH,
CIIOCOOCTBYIOIIEH ~ YMEHBIIEHHIO  HETATHBHOIO  BIMSHHMSA  PUCKOB
uHpopManronHoi GezonacHocTH B opranusamuax KOC

Heo6xoaumMele ymeHHs

AHanu3upoOBaTh W TPHMEHSATH METOHOJOTHYECKylo ©Oasy, TpeOoBaHus
3aKOHOJATeNbCcTBa Poccmiickoit demepanuy, HOPMAaTHBHBIX aKkToB banka
Poccuu, MeXIyHapOAHBIX M HAalMOHAIBHBIX CTaHAApTOB B 00J1acTH
yIpaBleHHs pucKamu HMHQOPMAIMOHHOH Oe30macHOCTH, obecneyeHus
3aIIUTHl MH(GOPMAIMK M OIEPALMOHHOM HAE)KHOCTH (KMOEPYCTOHYMBOCTH)
B opraumanusax KOC

OpFaHI/I30BBIBaTb H NPOBOJHUTH MCPOIPHATHA IO KOHCYJILTHPOBAaHHIO H
MOBBIILIEHUIO OCBEAOMJIICHHOCTH B OpraHn3anunsax K®C

Onpenensats GopMbl, METOIBI U CPEACTBA OOBEKTUBHON OLCHKH Npoliecca U
pe3yJIbTAaTOB NOBBIIIEHUS OCBEOMICHHOCTH M KOHCYJIbTHPOBAaHHUA

Pa3pabarbiBaTh (OCBaMBaTh) H BHEAPATH COBPEMEHHBIC TEXHOJIOTHH H
dopmupoBare  CrmocoOBI  MOBBILECHHS MOTMBAallMM  paOOTHHKOB B
opraamsaiusax KOC

IIpUMEHATL ~ TEXHONOTMYECKHE Mephl Ul OOecmedeHus — 3alUThI
nHpopMaliH, 0GpabaTbiBacMo B paMKaX TEXHONOTAYECKUX OIepaLUi, IIPH
BBIIIOJIHEHUH OU3HEC-TIPOLECCOB M TEXHOJNOTMYECKMX IIPOLECCOB B
opranm3anusix KOC '
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ITpumeHsATs OpraHU3alMOHHBIE H TEXHUUECKHE MEPhI 3alllUThl HHpOpManuu
U o0ecleyeHnI0 ONEpPalHOHHON HafeXKHOCTH (KHOEpyCcTOHYHBOCTH) B
opranm3amusix KOC

Heo6xonumele 3uaaus | 3akoHonatensctBo Poccuiickoit ®epepaiinu, HOpMaTUBHEIE IPABOBBIE aKTHhI,
HallHOHATHGHBIE, MEXIOoCyJapCTBEHHBIE W MEXIYHApOJHBIC CTaHAApTHI B
obnactd 3amMTel HHpOpManMH, B o0nacTH peaiM3allid ¥ KOHTPOISL
IPOLECCOB  3alIUTHl  HMHGOpPMAMM H  OOECIEYeHHS ONepaldOHHOU
HaJeXHOCTH (kubepycToitunBocTH) B opranuzanusix KOC

PykoBojsimmue W~ METOOUYECKHME  JOKYMEHTBI  YIIOJHOMOYEHHBIX
¢elepanbHEIX OPraHOB UCIONHUTENBHOM BlacTH, HOpMAaTHBHbIE aKTel banka
Poccuu B 06J1acTH 3amuTs HHGOPMAIIMH, B 00J1aCTH peau3alui 1 KOHTPOIL
IpOLECCOB  3alIUTHl  HHpOpMauuum H  obecreueHHst ONepalHOHHOH
HaJEeXKHOCTH (KkubepycToiiunBocTH) B opranu3anusix KOC

Croenuduxa rarexHsIx npoueccoB B opraauzanusax KOC

INpuniunel  obecnedeHHs 3alUThl  WHGOPMAlMH M ONEpallHOHHOH
Ha/IeXKHOCTH (kubepycTtoitunBocTH) B opranuzanusix KOC

OCHOBBI METOJUKH IOBBIIICHUS OCBEJIOMJIEHHOCTH U KOHCYIbTUPOBaHHS,
IIyTH JOCTH)KEHHSA PE3YTHTATOB H CHOCOOBI OLIEHKH PE3YJIbTaTOB IIOBBIICHHS
OCBEIOMJICHHOCTH ¥ KOHCYJIETHPOBaHHS

Ilpomeccrl, MeToAB! CpeACTB MOOYXAEHHS pabOOTHHKOB OpraHH3allMHd K
AKTHBHOMY OCBOCHHIO MaTepHaia

OcuoBel  oOecreyeHMs  Oe30mMacHOCTH  OOBEKTOB  HH(opMaTH3alMu
TIPUKIIaJHOTO YPOBHS

Hpyrue -

XapaKTCPUCTUKH

3.6. O600mennas Tpyaosas GyHKuus

Oprasun3anus npoieccoB obecreyeHus v
HaumenoBanue | HH(POPMAIIMOHHOHW O€30IIaCHOCTH B OpraHusanusx  Koa F KBME;‘:{?:;;M 8
K®C
gg:;;zzz(ggﬁ;nomﬁ Opurasan X 3aHMCTBOBAHO i3
(byHKI.lI/II/I OprUrruHaia
Kon PernctpaunoHHbI#
OpHTrHHaNa HOMEp
npo¢ecCHOHATILHOTO
cTaHgapTa
Bo3moxHbIE PyxoBoautens nenapraMmeHTa
HaMMEHOBaHUS PykoBoauTeNp ynpaBieHHs
JOJDKHOCTEH,
upodeccuii
TpeboBanus K Briciee nmpoduisHOe 00pa3oBaHie — MaruCTPaTypa MM CHEIHAIUTET B
00pa30BaHHIO U 061acTH HHPOPMALIHOHHOM OE30MIACHOCTH
00y4eHHIO 28174 ,
Briciiee o6pazoBanue (HenpoUIbHOE) — MaruCTPaTypa HIM CICHHAINTET U
JOTIOTHUTENLHOE IpodeccHoHaTbHOE 06pa3oBanue (IpodecchoHanbHas
TIEpEno/IrOTOBKA) B 00JIacTH HH(GOpMAMOHHOH 6€301aCHOCTH
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TpeboBanus K onbITY
MpaKTHYECKOH paboThI

He MeHee gty et B 061acTi HHGOpMaAMOHHOH 6€30MacHOCTH B
opranm3auusax K@C, 3 HuX He MeHee JBYX JIET Ha PyKOBOIAIINX
JOJDKHOCTSX

Oco0rle ycrnoBus
JIOTTyCKa K paboTte

Hanuume nonycka Kk rocyJapcTBeHHO# TaiiHe (IIpH HEOOXOIHMMOCTH)

Hpyrue
XapaKTCPUCTHKA

I[OHOJ'IHI/ITCJ'IBHBIC XapaKTEPUCTUKH

HaumeHoBaHuEe
JIOKYMEHTa

Kon

HaumeHoBanue 6a30Boii rpymmbl, HOJDKHOCTH (Ipodeccuu) mim
CIeNUAIBHOCTH

OK3

1330

PykoBoguTtem ciryx6 1 noapasaeneHuii B chepe
UH(POPMALMOHHO-KOMMYHHUKAITMOHHBIX TEXHOJIOTHI

EKC

HavanpHuK oTaena (mabopaToprH, CEKTOpa) MO TEXHUIECKOH
3ammTe HHPOpMaIHu

OKIIITP

46115

PykoBoguTenp aHaMUTHYECKOH MPyMIBI NOAPA3AEICHHS 110
KOMIUJIEKCHOM 3atuTe HHQOopMalun

OKCO

1.01.04.02

INpuxiiagHas MaTeMaTika 0 HHGOpMAaTHKa

1.02.04.01

MaremaTuka u KOMIIBIOTCPHBIC HAYKHN

1.02.04.02

dynpamMeHTATbHAS HHPOPMAaTHKa U HH)OPMALMOHHEIE
TEXHOJIOTHA

1.02.04.03

MareMaTrueckoe obecreueHue 1 aIMUHUCTPUPOBAHHE
UH(POPMALMOHHBIX CUCTEM

2.09.04.01

I/IHq)OpMaTI/IKa H BBIYHUCJINTEIbHAA TCXHHUKA

2.09.04.02

I/IH(I)OpMaIII/IOHHI)Ie CHCTEMEI 1 TCXHOJIOTHH

2.09.04.03

IpukiagHas uHpopMaTuka

2.09.04.04

IIporpamMmHas HHXKEHEpUs

2.10.04.01

HudopmanmonHas 6€30MacHOCTb

2.11.04.02

I/IH(I)OKOMMYHI/IKaIII/IOHHBIe TEXHOJIOTHHN H CUCTEMBI CBA3HU

5.38.04.01

JKOHOMHKA

5.38.04.05

busnec-nndopmaTrka

5.40.04.01

IOpucnpyaenuuns

2.10.05.01

KomrptoTepHast 6€301acHOCTh

2.10.05.02

HudopmanmonHas 6e301aCHOCTD TENIEKOMMYHHKALIMOHHBIX
CUCTEM

2.10.05.03

HudopmaimonHas 6€30MacHOCTh aBTOMaTH3HPOBAHHBIX CHCTEM

2.10.05.04

I/IH(I)OpMaI_II/IOHHO-aHaJ'II/ITI/I'-ICCKI'IC CHCTEMEI 0€30I1aCHOCTH

2.10.05.05

Be3onacHocTh HHGOPMAIIMOHHBIX TEXHOJIOTHH B
IPAaBOOXPAHUTENLHOM chepe

2.10.05.06

Kpunrorpadus

2.10.05.07

[IpoTHBOAEHCTBHE TEXHUYECKUM Pa3BENKaM

5.38.05.01

DKoHOMHYeCKass 6€30IacCHOCTD

5.40.05.01

I[TpaBoBOE obecneueHre HAHOHAILHON 6€301aCHOCTH

3.6.1. TpynoBas pynxuus

HanmeHnoBanne

OpraHu3anus ynpaB/ICHHs PUCKAMU
uHpOPMaIHOHHOI 6€30I1aCHOCTH Ha BBICIIEM
yIpasJieH4YecKoM ypoBHe B opranmsanusx KOC

VYposeHb
(nonyposeHb) | 8
KBaJIHUKaIUH

Kon = F/01.8




IpoucxoxaeHue TpyAOBOH
(byHKUMH
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3aMMCTBOBAHO U3

Opurunan X P——
Kon PernctpauOHHBIN
OpHMIrHHaNa HOMEp
npogeccoHaIBHOTO
cTaHaapTa

Tpynosble neicTBHSA

Oprauu3aiys ¥ KOHTPOJIb BBIIOJIHEHUS paboT 1o pa3paboTKe HpeIoKeHAM
IO CONEPKAHUIO TMONMTHKA B obyactu obecnedeHHs HHGOPMAHOHHOM
0€30MAaCHOCTH, 10 BONIPOCAaM YMPABICHUS pHUCKaMM HH(pOpMaHMOHHON
Oe30macHOCTH, obecneueHus OTIepaIOHHOM HA/IEXXHOCTH
(xubepycroitunBocTH) B opranu3amusix KOC

IMoaroToBKa npeUIoxKeHHH M0 ONpe/IeTIeHHIO CTPaTErHIECKUX 1eeH U 3a1a4
opranmsamuu KOC no BompocaMm yrpasiieHHs pACKaMH HH()OpManHOHHOH
0€e30MacHOCTH, obecnieucHus olepaHoOHHOM Ha/Ie)KHOCTH
(xubepycroitunBocTH) B opranusanuix KOC

Omnpenenenne mpaBul U TpeGOBaHMI K pealu3aluy IPOLECCOB BEIABJICHHU,
HIEHTH(QUKAIIMK W OLEHKH PHCKOB HHGOpMAIMOHHON O€30IIacCHOCTH B
opranm3auusix KOC

PaspaboTka TpeIIOXKEHUH TI0 MEpONpPHUATHAM, HANpPaBICHHBIM Ha
yMEHBIICHHE  HETaTHBHOTO  BIHSAHUS  PUCKOB  MHGOPMalHOHHOMH
6e30macHOCTH Ha (YHKIHOHHpPOBaHHE Ou3HEeC-TIPOLIECCOB U
TEXHOJIOTHYECKUX TporieccoB B opranu3anmsix KOC

IInagupoBanue  paboTel, ycTaHoBieHWe  (yHKUMH, oOg3aHHOCTEH
KypHPYEMBIX TIOIpAa3feNeHUNl U OIpelelIcHNe KOHTPOJBHBIX IOKa3aTe/ich
VIS TIoapa3aesieHui, 3aefiCTBOBaHHBIX B PEAM3alHK MEP 110 yIPaBJIEHHIO
pucKamMu nHpOpMaHOHHOM Ge3omacHOCTH B opranu3anuiax KOC

OpraHusaunys npouecca M KOHTPOJb OOecHedeHHs: OCBEIOMIICHHOCTH 00
aKTyaJIbHBIX HH(POPMAIMOHHBIX Yrpo3ax B opranusanuiax KOC

TMoaroToeka MHGOPMANMOHHO-aHAIUTHYECKHX MaTEPHAJIOB II0 BOIIpOCaM
yInpaBjieHus PHCKaMH HHQPOPMalUOHHOH O0€30IIaCHOCTH B OpraHH3aIMsiX
K®C

Opranu3zanus eI TeIbHOCTH 10 peau3alliy IPoLeAyp YIPABICHUS PHCKaMK
BHYTPEHHETO HAPYIIMTEs B OTHOMICHUH pabOTHHKOB B opranmsanusax KOC

OneHka pecypcHoro (KagpoBoro W ()MHAHCOBOTO) OO€CIEYCHHS I
IUIAHUPOBAHMS, PEATM3allii, KOHTPOJId H COBEPIICHCTBOBAHHMS IPOLECCOB
CHCTEMbl YIIpaBIeHHS pHCKaMH HWHGOPMALMOHHOH O€30I1aCHOCTH B
opranmzanuax KOC

Opranusanust paGoThl 0 OPMUPOBAHHIO OTIETHOCTH B PaMKax yIIPaBICHHS
prcKaMu MH(OpMauHOHHO#H Ge3onacHocTH B opranusanuax KOC

OpFaHI/I?»aIII/IH paGOTBI II0 BBIABJICHHUIO, pPErucTpanum WHOHIACHTOB
HH(l)OpMaLII/IOHHOﬁ 6C3OHaCHOCTI/I, pearupoBaHui0 Ha HHIMACHTBI H
BOCCTAHOBJICHHIO II0CJIC X pCalln3allii B OpraHusanuiax K®C

Heo6xoaumbie yMeHHs

AHanmu3MpoBaTh H TPHUMEHATH METOMOJOTHYEcKylo ©Oasy, TpeboBaHus
3aKoHOJaTeNbcTBa Poccuiickoii ®emepanuy, HOPMaTUBHBIX aKToB baHka
Poccuy, MeXAYHapoJHBIX ¥ HAUHOHAIBHBIX CTaHAApTOB B 001acTH
yIpapjieHuss puckamu HH(MOpManMOHHOH Ge30macHOCTH, obGecTeYeHHs
3aIUTHl MHGOPMAIMK B OIEPALMOHHOM HAJEe)KHOCTH (KMOepyCTOHYMBOCTH)
B opranmzaiusax K@C

OuenuBaTh 3(QQPEKTUBHOCTH YNPABICHUSA pPHCKaMH HHQPOPMALHOHHON
6e30IacHOCTH, B TOM 4HCJI€ 3Q()eKTHBHOCTD BBIABICHUS COOLITHH PHCKOB
nadopManHoHHON Ge30macHOCTH B opranusanusx K@C
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BHOCHTD MpeIOXKEHUS 10 U3MEHEHHIO U COBEPIICHCTBOBAHHIO IPOLIEIYPhI
yIpaBJIeHUs pUCKaMHd HMH(OPMAlMOHHOH 0€30IacHOCTH B OpraHU3aLUsIX
K®C

Pa3pabareiBaTh NpPOEKTHl BHYTPEHHMX IOKYMEHTOB (JIOKalbHBIC aKTHI,
OpraHM3alAOHHO-PACIOPSIUTENIbHbIE  JOKYMEHTHI M METOAWYECKUE
marepuaibl) opranu3anun K@C, ycraHaBIMBalOIMX 1IeNd ¥ NPHHOMIBL, a
TAK)KE OMNPEACISIONMX METONONOTHIO M IPaBUila YNPABICHUS PHCKAMH
uH(popManoHHo# 6e30omacHocTH B opranusanusiax KOC

AHanu3upoBaTh 1 000CHOBBIBaTH 00m1yIo cTpareruio opranmsanuii KOC no
BOIIPOCAM YIPaBJIEHHS pHCKaMH HHGOPMAIMOHHOH 0e30MacHOCTH B
COOTBETCTBHM C 3aKOHOJATENBCTBOM Poccuiickoit ®efepaliun, Ha OCHOBE
COBPEMEHHBIX METOOB H JIYUYIIHX IPAKTHK

Peanu3oBbiBaTh IMOJMMTHKY B o00jacTu obecnedeHus HHGOPMaIHOHHON
6e30macHOCTH, II0 BONpOCaM VIpaBlieHHUSs pPHCKaMH HWH(POpMalMOHHOR
0e30macHOCTH, obecneueHus OIepalMOHHON Ha/IEXHOCTH
(xubepyctoitunBocTH) B opranu3anusix KOC

VYcranaBauBath TpeOoBaHMS K  MpolecCy MOHMTOPUHIA  PHCKOB
HHOpPMAIMOHHON 0€30MaCHOCTH W KOHTPONIO (aKTHYECKMX 3HAYECHHH
yPOBHsI pUCKOB HH(bOpMalMoHHOI 6e30macHOCTH B opranuzanusix KOC

Heo0xoauMeie 3HAHHS

3akonosarenbeTBO Poccuiickoii @enepanyy, HOpMaTHBHEBIE IPABOBHIE AKTHI,
HAHOHAIBHEIE, MEXTOCYyJapCTBEHHBIE M MEXIYHApOAHBIE CTAaHJApPTH B
obmact 3amuThl WHQopMaiuu, B oO0NacTH ympaBieHUS pHCKaMH
undopManuoHHOi  Oe3zomacHocTH, obecnedeHus  HMHGOPMALMOHHOH
6€e30I1aCHOCTH M ONEPAlMOHHOW HaJeXXHOCTH (KHOepycTOHUMBOCTH) B
opranu3anusax KOC

PykoBojsimue W~ METOOUYECKHE  JOKYMEHTBI  YIOIHOMOYEHHBIX
¢enepaibHBIX OPraHOB UCIIOJIHUTENbHOH BJIaCTH, HOPMAaTHBHEBIE aKThl banka
Poccuu B 001acTH 3alIMTH HHGOPMAIIHH, B 00IaCTH YNpaBICHUS PUCKAMH
uHpopmanHoHHoit  Oe3omacHocTH, obecnedyeHHs  HMHGOPMALMOHHOH
0€30IacHOCTH M ONEPAIlMOHHOH HaAeXHOCTH (KUOepycTOWYMBOCTH) B
opranm3amusix KOC

[MpyHIUOBI  yHpaBleHHs TNOApPA3NEICHMAMH, 3aICHCTBOBAHHBHIMH B
peau3anuy Mep Mo YIPaBJICHHIO pUcKaMi HHPOpMaMOHHOH O€30IaCHOCTH
B opranm3anax KOC

[IpuHiMOBl  yopaBieHUs puckamu HHGOPMalMOHHOH  0e30IacHOCTH,
obecnieyenns 3amuThl HHGopManun B opranmsamix KOC

[IpuHOMIOB  [lefleHoNiaraHus, BHIOBI M  METOAbl  OPTaHM3alHOHHOIO
IUTAaHAPOBAHUS

HopMme! npodeccoHaNbHONM 3THKH

IMomxo/sl K ONPEAEICHUIO KITIOUEBHIX HoKa3aTenel 3G PeKTHBHOCTH, B TOM
yucIe Hokasaresneil 9 bekTHBHOCTH AesiTensHOCTH opranusanuii KOC

TTpUHUMIIBI TOCTPOSHHS apXUTEKTYPHI HHPOPMAIIMOHHOM 6€30I1aCHOCTH

Crienuuka miaTexHpIX nponeccos B opranuzanuiax KOC

KmoueBsle mokaszarend 3()@(EKTHBHOCTH JEATENBHOCTH IO, YIPABICHUIO
puckaMd  MH(POPMAUHOHHOM  6e30IaCHOCTH, OOECIICUCHHIO  3allUThI
MHQOpMAllMM W ONEPALMOHHOW HAJEeXXHOCTH (KHOEpYCTOHYHMBOCTH) B
opraam3aipsx KOC

Hpyrue
XapaKTEpUCTHKHU
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3.6.2. Tpynosas pyHKIuH

Opraﬂmauml obecneueHus 3alIUThI
9 VpoBeHb
HHPOpMAITUN U OIIC HOHHOH HAACKHOCTHU
HaumeHoBaHme qé pMalt N par an Koan | F/02.8 (noxypoBeHsB) 8
(xrbepyCTOHYNBOCTH) HA BBICILIEM R S—
yIpaBlieHYecKOM YpoBHe B opranusanusx KOC
IIpoucxoxaeHue OBOH 3auMCTBOBaHO H
p A TPYA . Opurusan X N 3
hyHKIIH OpHWTHHAJa
Kon PernctpalnoHHbIH
OpUrMHana HOMED
npoecCHOHATBLHOTO
cTaHaapTa
prlIOBBIe ﬂeﬁCTBHﬁ HOI[I‘OTOBKa IIpClIJ'IO)KCHI/Iﬁ 110 ONPEAEIICHUATO CTPATETNUCCKUX uenel‘/i H 3aJ1a4

opraamsamud KOC no BompocaM ofecliedeHHs 3alIUTH MH(GOpPMalUH H
OIEpalMOHHON HaJleXXHOCTH (KubepycToiurBocTH) B opranusamusx K@C
[MoaroroBka HHGOPMAIIHOHHO-aHATUTUYECKUX MATEpHANIOB IO BOIIPOCaM
3amuThl MHpoOpManud M obecneYeHUs onepaunonnon HaJIeXKHOCTH
(xubepycroiiunBoctH) B opranmsanusix KOC
Opranuzanus paboTsl 1O  (OPMHPOBAHMIO OTYETHOCTH O 3aIUTe
HHpOpMALHU %} obecrieueHuH olepaoOHHON HaJIe)KHOCTH
(xubGepbesonacHocTH) B opranusamuu KOC
Opranmnsanus pabOTBl O  BBIABJICHHIO, PETHCTPAlldH  HHIMJCHTOB,
CBA3aHHEIX C pealn3anucii WHPOPMAIMOHHBIX YIpO3, PEarHpoOBaHUIO Ha
MHIHUIEHTHI ¥ BOCCTAHOBJICHHIO MOCIIE UX peann3anuy B opranusanuix KOC
Opranusauus pa3pabOTKH M KOHTPOIb peanu3allid OPraHH3alMOHHBIX U
TEXHUYECKHX MeEP MO 0OECTIeYeHHIO 3alUThH HHpopMalny 1 onepalioHHOM
HajgexHocTH (kubepycroitunBocty) B opranuzanusax KOC
[InanupoBanve  paGoTel, ycTaHoBIeHHe  (QyHKIMH, oOs3aHHOCTEH
KYpHPYEMBIX MOJApa3leNIcHHil U Ompese/icHHe KOHTPOJBHBIX MOKa3aTenel
VI OZipa3/e/ieHuit, 3a1eiCTBOBaHHBIX B peATH3allii Mep 110 00eCICYEHHUIO
nHpopManHOHHONH  6e30macHOCTH M ONEPalMOHHOM  HaJeXHOCTH
(xubepycroitunocTH) B opranusamusx KOC
Pa3paboTka NpOEKTOB BHYTPEHHHX JOKyMeHTOB opranmsauun KOC,
YCTAHABJIMBAIOIUX LEeIM M NPHHIMIELL, OIPEAENSIONMX METOAOIOTHIO H
npasuiia obecnevyenns WHGOPMAIMOHHOM 0€30IIaCHOCTH M OIEpPallHOHHON
HaIeKHOCTH (kubepycroitunBocty) B opranusamusix KOC
OpraHu3auys ¥ OCYIIECTBICHHE JEATEIBHOCTH MO CLEHAPHOMY aHAIH3Y H
TECTHPOBaHHMIO TOTOBHOCTH  MHojpasjeneHuMi  oprammsanmii =~ KOC
IPOTHBOCTOSATE PEaNH3aliH UH(OPMAIMOHHBIX YTPO3
Opranusanys paGoThl MO BEIIBICHHIO, IPHOPUTH3ALMH, KlaccuuKanuy u
YCTPaHEHHIO YSA3BHMOCTEH B KPUTHYHOH apXHTEKTYpE, KOHTPOIIO MOHOTHI
H CBOEBPEMEHHOCTH YCTPaHEHH BEIIBICHHBIX Y3BUMOCTEH B OpraHU3alliiX
K®C
OneHka pecypcHoro (kagpoBoro M (HHAHCOBOro) oOecmedeHHs Ml
IUTAHUPOBaHMsl, Peali3aldy, KOHTPOIS M COBEPIICHCTBOBAHUS MPOLIECCOB
CHCTEMBI YIIPaBJIeHHs ONEPAIlMOHHON HAeKHOCTBIO (KHOEPYCTOHYHBOCTHIO)
| B oprarm3anuax KOC
Opranu3anus paboTel 10 I/II[CHTI/I(I)I/IKaI_II/II/I KPUTHYHOH apXHUTEKTYPHl B
opraamsanuix KOC
OpraHm3amys paboThl IO BHIIOIHEHHIO TIPOLECCOB 3alMTE HH(OPMALIH B
opraam3amusix KOC




50

Heobxonumele ymMeHHst

AHanu3upoBaTh H 000CHOBBIBATEH 00MIyIO cTpareruto opraausauuii KOC no
BOIPOCaM  3amUTHl HMHPOpMaUMH M  ONEPAaLMOHHOH  HaJeXHOCTH
(xnbepyCcTONYMBOCTH) B COOTBETCTBUHU C 3aKOHOAATENBCTBOM Poccuiickoi
®enepanun, Ha OCHOBE COBPEMEHHBIX METOJIOB U JIYUINMX NPAKTHK

AHa/M3MpOBaTh M TPHUMEHSATh METOMOJOrMYecKylo ©a3y, TpeOoBaHMA
3aKoHOZaTenbcTBa Poccuiickoit ®enepanuu, HopMaTUBHBIX akToB banka
Poccun, MeXAyHApOAHBIX W HAIMOHANBHBIX CTaHAApTOB B 00NacTH
yIpaBjieHuss pUckaMH HHGOPMAIHOHHOH O€30IacHOCTH, OOECIEYEHHs
33U TH HHGOPMALINH U ONIEpallHOHHOM HaJIEXKHOCTH (KHOEpyCTOHYMBOCTH)
B opranm3anmsax KOC

IlpuMeHATh PHUCK-OPMEHTHPOBAHHBI IOAXOA K BBIOOPY OOBEKTOB
uH(popMaTH3alMK, MOABEPracéMbIX TECTHPOBAHHIO Ha IPOHUKHOBEHHE, B
opramm3amusix KOC

OuenuBarh 3QPEKTUBHOCTh JEATENFHOCTH 10 BBIIOJIHEHHIO pador,
CBSA3aHHBIX ¢ oOOeCleYeHHeM 3alMThl HHGOpPMANMM M ONECPAllHOHHOMN
HaJexHOCTH (kubepycroiunBocTi) B opradm3amsax KOC

YcraHaBiuBarh, NMPUMEHSATh M KOHTPOJUPOBATH BHYTPEHHHME CTaHIApPTHI
KOH(HUTYpHUpOBaHUS 00BEKTOB UHpOpMaTH3ALUT (cranaapThl
KoHurypupopanus) B opranuzamusax KOC

Opranu3oBbIBaTh W OCYIIECTBIATH JEATENBHOCTh IO TECTHPOBAHHIO
TOTOBHOCTH opraHu3aLMi Ko®C IPOTUBOCTONTh  peanu3aluu
UHGPOPMaIMOHHBIX YTPO3

PaspaGarsiBaTh [pOIECCH  OOecmeueHHs 3amuThl  MHpOpMaMH U
ONIEPAIIMOHHOW HAIE)KHOCTH (KHOEpYCTOHYMBOCTH) M OPTraHH30BBIBATH
BHEJIPEHHE TIPOIIECCOB OOeceYeH s 3aIUTH HHGOPMALNK B OII€PAallMOHHOM
HazexHocTH (kubepycroitunBoctr) B opranmanmix KOC

Pa3pa6aTLIBaTB CICHApHH, BKIIIOYAIONIKXE 3HAYMTC/IBHBIC (I)I/IHaHCOBBIe
IOTEPH, B paMKax MPOBEACHHA CTPECC-TECTHPOBAHHS LA OIPCACICHHA
NNOTCHIHAIa BIUSAHUA A YpPOBHSA PHCKOB I OHM3HEC-MOJIETIH opraHn3auH1>‘1
K®C

HeobxoanMeie 3HaHus

3akoHomarenscTBO Poccuiickoii ®enepaiiii, HOpMaTHBHEIE IIPABOBEIE AKTHI,
HallMOHAILHBIE, MEXTOCYyJapCTBEHHBIE UM MEXIYHApOIHBIE CTaHAApTHl B
obnactu 3amuTel HHpopMamuu, B O00IACTH YIpaBJICHHS pHCKaMHU
naopmanuonHoii  GesomacHocTH, obecriedeHHs — HHQOPMAUHOHHON
6€30IaCHOCTH H ONEPAIMOHHON HaJeXXHOCTH (KUOepycTOHYMBOCTH) B
opranm3auusx KOC

PykoBomsdlue M METOAMYECKME  JOKYMEHTBI  YIOJHOMOYEHHBIX
deiepabHBIX OPraHOB HCIIONHATENLHOR BIIAaCTH, HOPMATHBHbIE aKThl banka
Poccum B o6nacTu 3anmthl HHGopManuu, B 00IacTH yIpaBIeHUs PHCKaMU
uHpopMalMOHHOH  Ge3omacHocTH, obecliedeHHa  HHQPOPMALMOHHON
6e30IIaCHOCTH H ONEPAlMOHHOM HaJeXHOCTH (KHOEpyCTOHUMBOCTH) B
opramm3amsix KOC

KmoueBsle nokazatend 3(G(EeKTHBHOCTH IEATENFHOCTH II0 00ECIEUEHHIO
3aIuUTH MHGOPMAIMK M OIIEPALMOHHOM HAJEKHOCTH (KMOEpyCTOHYMBOCTH)
B opranmsaax KOC

[IpyHIMOBL  yOpaBieHHs PHUCKaMH HHQOpMAMOHHON  O€30MaCHOCTH,
obecrieueHHs 3allMTBI HHpOpMamHM M ONEPAalHOHHOH HaJIEeXKHOCTH
(xubepycroitunBoctH) B opranusaiusax KOC

HpHHHHHH menenonaradud, BHABL W METOAbBl  OpraHu3ailHOHHOIO
MJIaHAPOBAHU S

TToaxo/pl K ONpPEIENICHHIO KIIOUEBbIX IOKa3aTenei 3 (eKTMBHOCTH

T[IpUHLHAIBI TOCTPOSHUS APXUTEKTYPhI HHpOpMaIMOHHON 6e3011aCHOCTH
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Cnenuduka rmiaTexHsIX mpoueccos B opranuzanuax KOC

[Mogxoapl kK HAeHTAGUKAIME UM BKIIOYEHHIO 3JIEMEHTOB KPHUTHYHOH
apXUTEKTYPHI B 00JIaCTh IPMMEHEHHUS TIpoliecca o0ecrieyeHUs OepallHOHHOR
Haae)kHocTH B oprausaiusiax KOC

CocraB ¥ coJiep)aHHe, a TAKKe NOPSAIOK MPUMEHEHHUS OPraHU3allHOHHBIX H
TEXHHYECKMX Mep obecledeHHs 3aluThl MHGOpMall¥ M ONEpPallHOHHON
HaIEXKHOCTH (kubepycToitunBocTH) B opranusanmix KOC

HopMsI IpodeccHOHANIBHOM 3THKH

Hpyrue
XapaKTCPHCTHKH

3.6.3. Tpynosas pyHKuust

KoHTpoJib nponeayp yupapieH:s pUCKaMH

uH(pOpMaIMOHHO# Ge30macHOCTH H oOecneYeH s VposeHb
HanMeHoBaHHe | 3aIIATHI HHPOPMAIIHMU U OTIEPAIHOHHOM Kon | F/03.8 | (momyposenn) | 8
HAIEXHOCTH (KHOEPYCTOHYMBOCTH ) Ha BBICIIIEM KBaIA(HKALH

yIpaBJjieH4ecKoM ypoBHe B opranu3aunusix KOC

IpoucxoxaeHUe Tpya0BOH
¢$yHxuuH

3anMMCTBOBAHO H3

OpurmHan X
OpUTHHAJIA
Kon PeructpaunOHHBIN
OpHTrHHasAa HOMEp
npo¢eccHOHAILHOTO
cTaHzapTa

Tpynosslie neiicTBus

Opranu3anus paboT 0 YCTaHOBJICHHIO U PealM3alliy IIPOrpaMM KOHTPOIIA 1
ayauTa 00ecreyeHHs 3alUThl HHPOpMALK U ONEPalMOHHON HaJIeXXHOCTH
(xubepycroitunBoct) B opranmsammsix KOC

O6ecrieueHHe COIPOBOXKACHUS TIPH MPOBEICHHH OUECHKH 3¢ deKkTHBHOCTH
CHCTEMbl YIpPaBICHAS pHCKaMH HWHGOPMALMOHHOH O€30IaCHOCTH B
opranu3aisx KOC

Opranuzanis pabOTBI 1O MOHHTOPHHTY PHCKOB HMH(OPMAalHMOHHOM
6e3omacuocti B opranmsaiusix KOC

Onpejienenne NpaBHI KOHTPONS M TpeOOBaHMH K KOHTPOJIO MPOLEXYP
yIpaBJIeHHsT pUCKaMd HHQopManuoHHOH Oe30macHOCTH, O0ECIEeUCHHIO
3aIMTHL KHGOPMAIIMH M ONIepallHOHHOM HaIEXXHOCTH (KNOepyCTOHYMBOCTH)
B opraam3anmsx KOC

Opranu3saius 1 KOOpIHHAIMSA paboT M0 peaM3aliy CTPaTEruy yIpaBIeHUs
puckaMu  MHGOPMAIMOHHON O0€30IaCHOCTH M OOECHEYEHHs 3alUThI
uHQOpPMAalMM M OIEPALMOHHOM HaleXHOCTH (KMOEPYCTOHYMBOCTH) B
opranuzanusx KOC

Heobxonumblie yMeHHs

BHOCHTE NpeIOKEHASI O U3MEHEHHIO ¥ COBEPIIEHCTBOBAHUIO CHCTEMBI
obecrieyeHus 3alMUTHl WHPOPMALMM ¥  ONEPALHMOHHOM HAICIKHOCTH
(kubepyCTONYMBOCTH) 1O pe3yJIbTaTaM peajlu3aldy IPorpaMM KOHTpOJA U
ayauTa obecreueHus 3aluThl HHpOopMalMi U ONEPAI[MOHHON HaIEeXXHOCTH
(xubepycroitunBocTi) B opramsanuix KOC

AHanu3upoBaTh M IIPUMEHSTh METOHOJNOTHYecKylo 0asy, TpeboBaHus
3akoHOJaTenbcTBa Poccmiickoit Demepanni, HOPMAaTUBHBIX aKkToB banka
Poccuy, MeXAyHApOOHBIX M HAIMOHATHHBIX CTAaHJApTOB B 00NAcTH
yIpaBleHHs pucKkaM# HH(POPMaIHOHHOH 6e30macHOCTH, O00GecHeyeHUs
3aIUTH HHGOPMALIMHA U OTIEPAIMOHHON HaJE)KHOCTH (KHGEpyCTOHYNBOCTH)
B opranmsausax KOC




52

BHOCUTH NIpe/UIOKEHUS MO W3MEHEHHMIO H COBEPIIEHCTBOBAHHUIO CHCTEMBI
yIpaBjieHHs pUCKAMH MH(OPMAanHOHHOM 0€30MacCHOCTH MO pe3y/IbTaTaMm
OLEHKH 3((PEKTHUBHOCTH CHCTEMBI YIPABICHHUA PHCKaMH HHPOPMAHOHHOM
6e3onacHocTH B opranmzaisax KOC

Pa3zpabareiBaTh CTpaTerMd yOpaBJIeHUS pHCKaMH HH(POpMADUOHHOK
Oe3omacHocTH M obOecniedyeHHs 3amUThl WHGOpMAlMM M ONEpallMOHHOM
HaJESKHOCTH (KHOepycTONUMBOCTH) B opranu3auusix KOC

[lpumenaTs  TpeOoBaHMS  HOPMATHBHBIX  NPABOBBIX  aKkTOB U
METOOJIOTHYECKUX JOKyMEHTOB o YIPaBJICHHIO pHCKaMu
UHGOpMALIMOHHOH  Oe3omacHOCTM W 00ecCHeueHHI0  ONepalOHHOMN
HaIe)KHOCTH (KuOepycToiunBocTH) B opranu3anusix KOC

OnpenendTs  HNOAXOABl K  OpraHW3allud  MOHUTOPDHUHIAa  PHCKOB
WHPOPMaLMOHHOH 6e30macHocTH B opranusanusix KOC

HeoOxouMbie 3Hanus

3akoHomarenscTBO Poccuiickoit @enepanuu, HOpMaTHUBHBIE IPABOBEIE AKTHI,
HaI[MOHAJIbHBIE, MEXIOCyJapCTBEHHBIE M MEXIYHApOAHBIC CTaHAAPTHI B
obmactn 3ammThl HMHpOpMAanMKM, B OO0NAacTH YIpaBJICHHS pPUCKaMHU
uHopmaimonHoi  Ge3omacHocTH, obecrmedeHHss  HHGOPMaMOHHOH
0€30MaCHOCTH W OIEpallMOHHON HaJIeXHOCTH (KuOepycTOHUMBOCTH) B
opranuzamsx KOC

PykoBomsdmme W~ METOAWYECKHE  JOKYMEHTBl  YIIOJHOMOYEHHBIX
(eepaibHBIX OPraHOB HCHOJHUTENILHOM BIAaCTH, HOPMaTHUBHbIE aKThl baHka
Poccun B obsacti 3amutel HHGOpPMALHH, B 001aCTH yIpaBIeHHs PHCKaMH
uHdopmanronHoii  Ge3omacHocTH, = ofecmeyeHHs  HHGOPMaLMOHHOM
0e30MacHOCTH W ONEPallHOHHOM HAAEXKHOCTH (KHOEpyCTOHYMBOCTH) B
opranuzamusax KOC

HpI/IHI_II/Il'IBI nenemnonaraHud, BAABI H  METOABI  OPraHU3allHOHHOIO
IIJIaHHPOBaHUA

IMomxonasl K OpraHW3allid OTYETHOCTH B paMKax YIPAaBICHHS DPUCKaMH
nHGOpPMaUHOHHOM Oe3omacHOCTH, obecriedeHus 3alUTHl HHGOpManuu H
OIEPAIMOHHON HAIeXHOCTH (KubepycroitunBocTH) B opranusanuax KOC

IMoaxoap! K OIpe/IeeHHI0 KIIOUEBBIX MoKasareseil g dexTuBHOCTH

ITpHHIUITE HOCTPOSHHS APXUTEKTYPHI HHPOPMAIMOHHOH 6€301acHOCTH

Crenuduka miaTexHsIX IpolieccoB B opranuzanmwix KOC

[puHnMnBl  ympaBieHUs puckamu HHGOpMalnuoHHOH Oe3omacHOCTH,
obecrieyeHus 3alUTHl WHPOpMAMM U  ONEPAllMOHHOH HaJIeXKHOCTH
(xubepycroitunBocTH) B opranm3anusix KOC

KmoueBble mokasaTead 3()(EKTHBHOCTH AEATENHHOCTH IO YIIPABICHHIO
pHCcKaMH HH(OPMALIHOHHO 6€30IacHOCTH, B 00JIaCTH 00ECTIEUECHHS 3AIUTHL
HHGOPMAlMd ¥ ONEPAalHOHHONW HANEXHOCTH (KHOEpYCTOHYMBOCTH) B
opraam3atsix KOC

Hpyrue

XapaKTEepUCTHKH

3.6.4. Tpynosas ¢pyHKuns

HanmeHoBaHue

CoBepIIeHCTBOBAaHHE CHCTEMBI YIIPaBICHHS
pucKkamMH HH(POPMaLMOHHOH 0€301acHOCTH,
obecrieueHne 3alUTH HHPOPMAIUU H
ONEepaHOHHOM HAIEKHOCTH N —
(kuOepyCTONYMBOCTH) Ha BHICIIEM
yIpasjieH4eckoM ypoBHe B opranu3anusax KOC

YpoBeHb
Kox | F/04.8 (MomypoBEHS) 8




TporcxoxAeHHE TPy A0BOH
(dyHKUUH
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3aAMCTBOBaHO U3

OpurnHan X OpHTHHaja
Kon PeructpauoHHbIH
OpHruHaIa HOMED
npo¢ecCHOHATILHOTO
cTaHaaprTa

TpynoBeie nelAcTBHSA

AHanu3 HeoOXOJHMMOCTH COBEPIICHCTBOBAHMS CHCTEMBI  YIIPABJICHUS
pUCKaMH  MH(OpMAIMOHHOH  0e30IacHOCTH, OO€CIeYeHUs — 3alUTHI
HHGOpPMAllMl H ONEPAlMOHHON HAJEXKHOCTH (KHOEpyCTOHYMBOCTH) B
opraamsanusx KOC

[InaHupoBaHKe BHENPEHMS TAKTHYECKUX M CTPATETHYECKUX YIy4YLICHHH
CHCTEMBI  yNpaBJICHHS pHCKaMH HWHGOPMALHMOHHOH  O€30IaCHOCTH,
obecrieuenus  MHpOpManMOHHONW  6E30ITaCHOCTH M ONEPAI[HOHHOM
HaJeXHOoCTH (KnbepycToiiunBocTH) B opragusanusax KOC

Opranusaiiys AesTeIbHOCTH 110 peaTN3alHi TAKTHYECKHX U CTPAaTeTHYSCKUX
YIydlIeHMH  CHCTEMBI  YIPAaBICHHS  PHCKaMH  HH(POPMAIMOHHOM
OezomacHOCTH, ofOecmedeHuss HHpoOpMaUMOHHOH  O€30macHOCTH M
OIEpAIlMOHHOMN HAIKHOCTH (KHOepycTOHUMBOCTH) B opranu3aiusx KOC

ObecrieueHne y4acTHsl KypUpYeMbIX Iojpa3/ieleHuii HHGOopManHOHHOM!
0€30MacHOCTH B KOHTPOJIE JCATENBHOCTH, CBA3aHHOM C pealu3alucu
TAKTHYECKHMX M CTPATErHYECKHX YIyUIIeHHI CHCTEMBI yIPABIEHUSA PUCKaMU
nH(pOpMAaIMOHHON Ge30macHOCTH, 00eceYeHHEM 3allMTEl MHQOpMaUuuu U
ONEpalMOHHON HaieXHOCTH (KubepycToHurBOCTH) B opranuzamusax KOC

Heo6xonuMeie ymeHHus

VcTaHaBIMBaTh | MOJIEP)KUBATH JIEJIOBbIE KOHTAKThI, CBA3H, OTHOLICHHS C
COTPYIHUKAMH M 3aHHTEPECOBAHHBIMH CTOPOHAMM 1O BOIIPOCAM YIIPABJICHUS
pHcKaMH MH(OPMAIHOHHO# 6e30macHoCTH, obecrieuenns HHPOPMAIHOHHON
6e30MMacHOCTH M ONEPallMOHHOM HaJe)XHOCTH (KHOepyCTOHYMBOCTH) B
opraau3aumsix KOC

AHaTH3ApOBaTh W IPUMEHSTH METONONOTHYECKyIo 6asy, TpeboBaHuA
3aKoHOJaTeNbcTBa Poccuiickoit Menepanuu, HOPMAaTHUBHBIX akToB banka
Poccuy, MeXIyHapOAHBIX M HalMOHAIBHBIX CTaHJApTOB B 001acTH
yIpaejieHus puckamy HH(GOpMauMOHHOH Ge3omacHOCTH, oOecmevYeHus
3aIIUTH HHQOPMALMK ¥ OIEPALHOHHOM HAJJe)KHOCTH (KMOEpyCTOHYMBOCTH)
B oprarmasix KOC

AHanu3upoBaTh U 0GOCHOBBIBATH 001IyI0 cTpareruio opranusamui KOC mo
BONpOCAM  yTpaBieHHs pHUCKaMH HMHGOPMALMOHHOM  (€30MaCHOCTH,
obecnieueHnss  MHpoOpManHOHHONW  0GE30IIaCHOCTH M ONEPALHOHHOM
HajIeXXHOCTH (KkubepycToitunBocTH) B oprausamax KOC

BHOCHTH TIpeUIOXKEHHS 110 H3MEHEHHIO M COBEPIIEHCTBOBAHUIO CTPATETHH
yIpaBieHHs pHCKaMd HH(OpPMaIMOHHOH 6e30macHOCTH, OGecneyeHus
uHpOpMAanHOHHONH  O€30MacHOCTH M ONEPAlMOHHOH  HaAEKHOCTH
(xubepycToiiunBocTr) B opranusanusax KOC

OnpezmensTh HCTOYHMKH HMHGOpMamMd Ui NPOBENCHUS  aHAIH3a
HE0OXOIMMOCTH COBEPIICHCTBOBAHHA CHCTEMBI YIPaBICHUS pHCKaMU
MH(GOPMAIKOHHOM 0€30IaCHOCTH, 0OECNEeUCHHs 3aIUThl HHGOpPMALMY H
oNepalMOHHOM HaneXHOCTH (KHbepycToiiunBocTH) B opranusanusx KOC

HeoOxoauMbIe 3HaHUSA

3akoHOMATENLCTBO Poccuiickoit denepanny, HOpMaTHBHEIC ITPABOBBIC aKTHI,
HAIMOHAJIBHEIE, MEXTOCYIapCTBEHHBIE M MEXIyHApOJHbie CTaHAAPTHl B
obnacTu 3amMTel HH(popMaumu, B O00IaCTH YIpPABIEHHSA pHCKaMHU
uH(poOpMalMOHHOM  OesomacHocTH, — obecrledeHHs — MH(OPMANHOHHOK
Ge30MacHOCT M ONEPAlMOHHOM HANEeXKHOCTH (KMOepyCTOHYHBOCTH) B
opranuzaumsix KOC
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PykoBoasimpe W METOAMYECKHE  JOKYMEHTHl  YNOJIHOMOYEHHBIX
(enepalbHBIX OPraHOB UCIOIHHUTENBHOH BJIACTH, HOPMAaTHBHEIC akThl banka
Poccun B 001acTH 3aIlUTBl HHGOPMALUH, B 00JIACTH yIPaBICHHUS PHCKAMU
uHpOpManHoHHOM  OezomacHocTH, ofecreueHMs — HMHGOPMAIHOHHOM
0e30IacCHOCTH M OIEpPAIlHOHHONW HaAEKHOCTH (KUOepycTOHYMBOCTH) B
opranmsausx KOC

[IpuHuunel  menenoiarands, BHABI M METOABl  OPraHHU3allMOHHOIO
IUTAaHUPOBAHHUS

KmoueBnle mokazaresid 3()(EKTHBHOCTH [EATEIBHOCTH O YIIPABICHHIO
puCKaMH HMH(POPMAMOHHOM  O€30MaCHOCTH, OOECIEYEHHIO  3allHTHI
UHGOpPMAlMd ¥ OMEPAllMOHHONW HANSXKHOCTH (KubGepycToiuMBOCTH) B
opranm3amusax KOC ;
[puHnMnBl  ympaBieHUs puUckaMH HHQOPMalMOHHOH 0e30I1aCHOCTH,
obecrieueHns 3alMTHl HWHQOpManWd M ONEPAlMOHHOH HamEeXHOCTH
(xubepycroitunBocTr) B opranusamusiax KOC

IToaX0bI K ONPEAENICHHIO KIIOYeBbIX MoKa3aTeneil 3 heKTHBHOCTH
OCHOBHBIE IIOAXOBI K IPOEKTHOMY YIPABJICHHIO

[ IpMHIKIIB TOCTPOSHNUS apXUTEKTYPhl MHPOPMAaIMOHHOH 0€30I1aCHOCTH
Cnenuduka IaTexXHbIX IpoleccoB B opranuzanusix K@C

Hopmsl npodeccroHanbHOM 9TUKH

Apyrue -
XapaKTCPUCTHKH

IV. CBeeHusi 00 opraHu3zanusx — pa3paborynkax npoecCHOHaIBLHOIO CTAHAAPTA

4.1. OTBeTCTBEHHAN OPraHU3anMNA-pa3padoTIHK

JenapramenT uHpopManmonHoii 6e3onacHocTu banka Poccuu, ropox Mocksa
Hupektop nenapramMeHTa YBapos Bagum AjiexcanapoBu4

4.2. HaumeHoBaHNA Opranu3anuii-pazpadboTankos

1 | ®YMO B cucreMe Briciuero oopazosanus nmo YI'CHII 10.00.00 «adpopmanuonHas
6e30macHOCThY, ropo Mocksa

1 O6mepoccuiickuii kaccupuxaTop 3aHATHH.

2 O6mepoccuiickuil kKnaccUPpuKaTop BUAOB IKOHOMHUECKOA AEATEBHOCTH.

3 Enunbii KBaTH(UKAUNOHHBIH CIPaBOYHHK JOJDKHOCTEH PYKOBOIUTENEH, CIELHATICTOB U CITyKallikX.

4 O6mepoccuiickuii knaccudukarop npodeccuit paGodiX, JOHKHOCTER CIyKalMX U TAPUPHBIX PA3PSIOB.

5 O6mepoccuiickuil KnaccuukaTop cneLHanbHocTel no 06pa3oBaHuIO.

6 3akon Poccuiickoii ®enepauuy ot 21 mons 1993 r. Ne 5485-1 «O rocynapcreHHolt Taine» (Poccuiickas rasera, 1993, 21
centa6ps; Cobpanue 3akoHoxarenscta Poccuiickoit ®enepaumu, 1997, Ne 41, ct. 4673; 2022, Ne 32, cT. 5809).

4




